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IMPORTANT!
READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a User’s Guide for a series of products. Not all products support all frmware features. Screenshots
and graphics in this book may differ slightly from your product due to differences in product features or

web configurator brand style. Every effort has been made to ensure that the information in this manual
is accurate.

Related Documentation
e Quick Start Guide

The Quick Start Guide shows how to connect the Zyxel Device.
* More Information

Go to support.zyxel.com to find other information on Zyxel Device.
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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.

Warnings tell you about things that could harm you or your Zyxel
Device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful fips) or recommendations.

Syntax Conventions
¢ Product labels, screen names, field labels and field choices are all in bold font.

e Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Network Setting
> Routing > DNS Route means you first click Network Setting in the navigation panel, then the Routing
submenu, and then finally the DNS Route tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Zyxel Device icon is not an exact
representation of your Zyxel Device.

Zyxel Device Generic Router Switch

@

Server Firewall USB Storage Device
a == -

Printer 4G LTE/5G NR Base Station

(a)
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CHAPTER 1
Introducing the Zyxel Device

1.1 Overview

The Zyxel Device refers to these models as outlined below.

AX7501-BO EX3300-T0 * EX5501-BO e PX7501-BO
DX3300-T0 EX2210-T0 e EX5600-T1

DX3301-T0 EX3301-T0 e EX5601-T0

DX5301-B2 EX5300-B3 e EX5601-T1

DX5301-B3 EX5301-B3

DX5401-B0O EX5401-BO

The AX7501-B0O is an AON (Active Optical Network) while the PX7501-B0 is a PON (Passive Optical
Network) router.

The DX Series are DSL routers, which provide Internet access over telephone lines.

The EX Series are Ethernet gateways/routers that provide Internet access through the Ethernet WAN port
or an SFP port.

The Zyxel Device (referring to all Series models in this User’'s Guide) has one USB port that can be
configured as a backup cellular WAN port in case the Ethernet/Fiber/DSL connection has a problem as
well as for file sharing and as a media server. The Zyxel Device also supports WiFié that is most suitable in
areas with a high concentration of users. You can schedule WiFi usage using Parental Control.

For Zyxel Devices that support 2.5 Gbps Multi-Gigabit Ethernet (GbE) WAN/LAN ports, the port speeds
are backward compatible with standard Gigabit speed. See Section 1.1.1 on page 22 for more
information on Multi-Gigabit Ethernet. The Zyxel Devices with an SFP port can also provide Internet
access through a Multi-Gigabit GPON WAN connection. See the following table for the features that
your Zyxel Device supports.

The following table describes the feature differences of the Zyxel Device by model.

Table 1 Zyxel Device Comparison Table

AX7501-BO | DX3300-TO | DX3301-T0 | DX5301-B2 | DX5301-B3 | DX5401-B0O
WiFi6 Wireless Y Y Y Y Y Y
Standard
2.4G WiFi Y Y Y Y Y
5G WiFi
Advanced N N Y Y Y N
Broadband
Parental Y Y Y Y Y Y
Control
Schedule
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Table 1

Zyxel Device Comparison Table (continued)

AX7501-B0

DX3300-T0

DX3301-T0

DX5301-B2

DX5301-B3

DX5401-BO

Parental
Control
URL Filter

Y

N

N

Y

Y

N

Home Security
URL filter

MPro Mesh
Extender
Support

2.5 Gbe WAN

2.5 Gbe LAN

10 Gbe LAN

1G AON (SFP)

1G Ethernet
(SFP)

<|Z|=<|Z|Z

Z|\Zz|Z|Z| Z

Z|\Zz|Z|Z| Z

Z|<|Z|Z|Z

Z|\Zz|Z|Z| Z

Z|<|Z|Z|Z

2.5G GPON
(SFP)

10G AON (SFP)

10G Ethernet
(SFP)

10G XGPON
(SFP+)

USB Port for
Cellular
Backup, File
Sharing and
Media Server

usSB 3.0

USB 2.0

USB 2.0

USB 3.0

USB 3.0

usSB 3.0

DSL Port

Phone Port
(VolIP)

Wall Mount

Table 2 Zyxel Device Comparison Table

EX3300-T0

EX2210-TO

EX3301-TO

EX5300-B3

EX5301-B3

EX5401-B0O | EX5501-B0

WiFié Wireless
Standard

Y

Y

Y

Y

Y

Y Y

2.4G WiFi

5G WiFi

Advanced
Broadband

Parental
Control
Schedule

Parental
Control
URL Filter

Home Security
URL filter
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Table 2 Zyxel Device Comparison Table (continued)

EX3300-T0

EX2210-TO

EX3301-T0

EX5300-B3

EX5301-B3

EX5401-BO

EX5501-B0

MPro Mesh
Extender
Support

Y

Y

Y

N

N

Y

Y

2.5 Gbe WAN

2.5 Gbe LAN

10 Gbe LAN

1G AON (SFP)

1G Ethernet
(SFP)

z|\Zz|Z|Z| Z

Z|\Zz|Z|Z| Z

zZ|\Zz|Z|Z| Z

Z|\Zz|Z|Z| Z

zZ|\Zz|Z|Z| Z

Z|<|Z|Z|Z

Z|Z|Z| <| <

2.5G GPON
(SFP)

10G AON (SFP)

10G Ethernet
(SFP)

10G XGPON
(SFP+)

USB Port for
Cellular
Backup, File
Sharing and
Media Server

USB 2.0

USB 2.0

USB 2.0

uSB 3.0

usSB 3.0

USB 3.0

usSB 3.0

DSL Port

Phone Port
(VolIP)

Wall Mount

Table 3 Zyxel Device Comparison Table

EX5600-T1

EX5601-T0

EX5601-T1

PX7501-BO

WiFié Wireless
Standard

Y

Y

Y

Y

2.4G WiFi

5G WiFi

Advanced
Broadband

Parental
Control
Schedule

Parental
Control
URL Filter

Home Security
URL filter

MPro Mesh
Extender
Support

2.5 Gbe WAN

2.5 Gbe LAN

10 Gbe LAN
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Table 3 Zyxel Device Comparison Table (continued)
EX5600-T1 | EX5601-T0 | EX5601-T1 | PX7501-B0
1G AON (SFP) N N N N

1G Ethernet N Y N N
(SFP)

2.5G GPON N Y N N
(SFP)

10G AON (SFP)

10G Ethernet
(SFP)

10G XGPON N N N N
(SFP+)

USB Port for USB 3.0 USB 3.0 USB 3.0 USB 3.0
Cellular
Backup, File
Sharing and
Media Server

DSL Port N N N N

Phone Port
(VolP)

Wall Mount Y Y Y Y

Note: For DX3300/3301-T0 and EX3300/3301-T0, the IGMP/MLD settings screen and the
multicast status screen are not available in the web configurator. IGMP/MLD is enabled
by default. The default IGMP version is 3. The default MLD version is 2.

1.1.1 Multi-Gigabit Ethernet

A 2.5 Gigabit Ethernet port supports speeds of 2.5 Gbps if the connected device supports 2.5 Gbps.
While a 10 Gigabit Ethernet port supports speeds of 10 Gbps if the connected device supports 10 Gbps
and a Cat éa (up to 100 m) or Cat 6 cable (up to 50 m) is used.

Some network devices such as gaming computers, servers, network attached storage (NAS) devices, or
access points may have network cards that are capable of 2.5 Gbps or 5 Gbps connectivity.

If these devices are connected to a 1 Gbps or 10 Gbps Ethernet port, they can only tfransmit or receive
up to 1 Gbps as speeds of 2.5 Gbps / 10 Gbps cannot be attained. Moreover, if network devices with 2.5
Gbps / 10 Gbps network cards are connected to a 2.5 Gbps / 10 Gbps Ethernet port, you must use Cat
5e / Cat 6A or better Ethernet cables to achieve 2.5 Gbps / 10 Gbps speeds. Most buildings, at the time
of writing, use Cat 5e or Cat 6 Ethernet cables.

Multi-Gigabit Ethernet ports automatically allow connections up to the speed of the connected network
device (100 Mbps (not supported on EX5501-B0), 1 Gbp s, 2.5 Gbps or 5 Gbps), and you just need to use
a Cat 5, Cat 5e or Cat 6 Ethernet cable.
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Figure 1 Multi-Gigabit Application

100M 1G 2.5G 5G 10G

Game Console

Desktop Streaming
Box

NAS

See the following table for the cables required and distance limitation to attain the corresponding

speed.

Table 4 Ethernet Cable Types
CABLE TRANSMISSION SPEED MAXIMUM DISTANCE BANDWIDTH CAPACITY
Category 5 100 Mbps 100 m 100 MHz
Category 5e | 1 Gbps /2.5 Gbps / 5 Gbps 100 m 100 MHz
Category 6 5 Gbps / 10 Gbps 50m 250 MHz
Category é6a 10 Gbps 100 m 500 MHz
Category 7 10 Gbps 100 m 650 MHz

1.2 Example Applications

This section shows a few examples of using the Zyxel Device in various network environments. Note that
the Zyxel Device in the figure is just an example Zyxel Device and not your actual Zyxel Device.

1.2.1 Internet Access

The AX7501-B0, PX7501-B0, DX5401-B0 and EX5401-B0 provides shared Internet access by connecting a
fiber cable provided by the ISP to the FIBER port. It supports OMCI (ONU Management and Control
Interface) to connect to the ISP's OLT (Optical Line Terminal).

The DX3300-T0, DX3301-T0, DX5301-B2/B3 and DX5401-B0 provide Internet access by connecting the
WAN port to your ISP through a DSL cable.

The EX3300-T0/EX2210-T0, EX3301-T0, EX5300-B3, EX5301-B3 and EX5401-B0, EX5501-BO provide Internet
access by connecting the WAN port to your ISP through an Ethernet cable.

The EX5600-T1 and EX5601-T1 provide Internet access by connecting the 2.5G WAN port to a
broadband modem through an Ethernet cable.

The EX5601-T0 provides Internet access by:

* connecting the 2.5G WAN port to your ISP through an Ethernet cable, or
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* connecting the SFP port to your ISP with an Ethernet or fiber optic cable through an SFP transceiver.

For Zyxel Devices that support both DSL/Ethernet WAN port and SFP port, see Section 1.2.2 on page 24
for WAN connection priority.

Computers can connect to the Zyxel Device's LAN ports (or wirelessly) and access the Internet
simultaneously.

Figure 2 Zyxel Device’s Internet Access Application

WiFi D WAN
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You can also configure Firewall on the Zyxel Device for secure Internet access. When the Firewall is on,
all incoming traffic from the Internet to your network is blocked by default unless it is initiated from your
network. This means that probes from the outside to your network are not allowed, but you can safely

browse the Internet and download files.

Connect the WAN port to the broadband modem or router. This way, you can access the Internet
through an Ethernet connection and use the QoS, Firewall and parental control functions on the Zyxel
Device.

Figure 3 Zyxel Device's Intfernet Access Application: Ethernet WAN

LAN WAN

e =

O AL

1.2.2 WAN Priority

The WAN connection priority is as follows:

1 SFP
2 Ethernet WAN
3 DSL

4 Cellular WAN (3G/4G)
See Section 1.3 on page 28 for more information about Cellular backup.
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1.2.3 Dual-Band WiFi

By default, WiFi is enabled on the Zyxel Device. IEEE 802.11a/b/g/n/ac/ax compliant clients can
wirelessly connect to the Zyxel Device to access network resources.

The Zyxel Device is a dual-band gateway that can use both 2.4G and 5G networks at the same time.
You could use the 2.4 GHz band for regular Internet surfing and downloading while using the 5 GHz
band for time sensitive traffic like high-definition video, music, and gaming.

Figure 4 Dual-Band Application
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The Zyxel Device is a wireless Access Point (AP) for IEEE 802.11b/g/n/a/ac/ax WiFi clients, such as
notebook computers, iPads, smartphones, and so on. It allows them to connect to the Internet without
having to rely on inconvenient Ethernet cables.

Your Zyxel Device supports WiFi Protected Setup (WPS), which allows you fo quickly set up a wireless
network with strong security.

Figure 5 Wireless Access Example
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1.2.4 VolIP Applications

The Zyxel Device's VolP function allows you to register up to two SIP (Session Initiation Protocol) accounts
and use the Zyxel Device to make and receive VolIP telephone calls. The Zyxel Device sends your call to
a VolP service provider's SIP server which forwards the calls to either VolP or PSTN phones.

Figure 6 VolP Application

SIP Server

1.2.5 Zyxel Device’s USB Support

The USB port of the Zyxel Device is used for cellular WAN backup, file-sharing, and media server.

Cellular WAN (3G/4G) Backup

Connect a supported cellular USB dongle with an active SIM card to the USB port. This adds a second
WAN interface and allows the Zyxel Device to wirelessly access the Internet via a cellular network. The
cellular WAN connection is a backup in case the DSL/Ethernet/Fiber connection fails.

To set up a cellular connection, click Network > Broadband > Cellular Backup.

To update the supported cellular USB dongle list, download the latest WWAN package from the Zyxel
website and upload it to the Zyxel Device using the Maintenance > Firmware Upgrade screen.

Figure 7 Internet Access Application: Cellular WAN
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File Sharing

Use the built-in USB 3.0 port to share files on a USB memory stick or a USB hard drive (A). Use FTP to access
the files on the USB device.

Figure 8 USB File Sharing Application
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Media Server

You can also use the Zyxel Device as a media server. This lets anyone on your network play video, music,
and photos from a USB device (A) connected to the Zyxel Device’s USB port (without having to copy
them to another computer).

Figure 9 USB Media Server Application

@music
Qphoto
Qvldeo

AX/DX/EX/PX Series User's Guide
27



Chapter 1 Infroducing the Zyxel Device

1.3 Ways to Manage the Zyxel Device

Use any of the following methods to manage the Zyxel Device.

¢ Web Configurator. This is recommended for management of the Zyxel Device using a (supported)
web browser.

* Simple Network Management Protocol (SNMP). Use to monitor and/or manage the Zyxel Device by
an SNMP manager.

» Secure Shell (SSH), Telnet. Use for troubleshooting the Zyxel Device by qualified personnel.

* FTP. Use FTP for firmware upgrades and configuration backup or restore.

1.4 Good Habits for Managing the Zyxel Device

Do the following things regularly to make the Zyxel Device more secure and to manage the Zyxel
Device more effectively.

* Change the WiFi and Web Configurator passwords. Use a password that is not easy to guess and that
conisists of different types of characters, such as numbers and letters.

¢ Write down the passwords and put it in a safe place.

* Back up the configuration (and make sure you know how to restore it). Restoring an earlier working
configuration may be useful if the device becomes unstable or even crashes. If you forget your
password, you will have to reset the Zyxel Device to its factory default settings. If you backed up an
earlier configuration file, you would not have to totally re-configure the Zyxel Device. You could
simply restore your last configuration.

AX/DX/EX/PX Series User's Guide
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CHAPTER 2
Hardware

2.1 Hardware

This section describes the front and rear panels for each model. If your model is not shown here, refer to
the Zyxel Device's Quick Start Guides to see the product drawings and how to make the hardware
connections.

2.2 LED Indicators Panel

The following shows the Zyxel Device LED indicators panel and the LED behaviors.

None of the LEDs are on if the Zyxel Device is not receiving power.

2.2.1 AX7501, EX5501 and PX7501

Figure 10 LED Indicators (AX7501-B0O / PX7501-B0)

O O] @ {E/ 3 o 6

POWER  FIBER  INTERNET 106 LAN WiFi 56 PHONE UsB

O 8 @& & o ¢ Cc G a2 7z L o=

POWER 250 WAN INTERNET 266G LAN LANT LAN2 LAN3 LANA WiFiZ43  WIFi 56 PHONE Us8

Note: The 2.5G LAN and 2.5G WAN LEDs are only for the Ethernet router. 10G LAN is only for the AON and PON
routers. See Section 1.1 on page 19 for more information.

The following are the LED descriptions for your AX7501 / EX5501 / PX7501.
Table 5 LED Descriptions (AX7501, EX5501 and PX7501)

LED COLOR | STATUS DESCRIPTION
POWER Green Oon The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
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Table 5 LED Descriptions (AX7501, EX5501 and PX7501) (continued)

LED COLOR | STATUS DESCRIPTION
2.5G WAN Blue On The Zyxel Device has a successful 2.5 Gbps Ethernet connection on the
WAN.
Green Oon The Zyxel Device has a successful 1 Gbps Ethernet connection on the WAN.
Off The Zyxel Device does not have an Ethernet connection with the WAN.
The LED will cycle Green > Blue > Off > repeat, when the Zyxel Device has
an unsupported 100 Mbps Ethernet connection on the WAN.
FIBER Green On The FIBER port is connected to the ISP's ONT and the Zyxel Device is
receiving optical signals normally.
Blinking The Zyxel Device's FIBER port is frying to build a PON connection.

Red Oon The optical power received (the strength of optical signals transmitted on

the remote optical module) is too low.

Off The connection to the ISP’s ONT is down.

INTERNET Green On The Zyxel Device has an IP connection but no traffic.

Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negotiation was successfully completed (if used).

Blinking The Zyxel Device is sending or receiving IP traffic.
Note: For AON and PON routers only; see Section 1.1 on page 19

for more information.

Off There is no Internet connection or the gateway is in Bridge mode.

Red Oon The Zyxel Device attempted to make an IP connection but failed. Possible
causes are no response from a DHCP server, no PPPoE response, PPPOE
authentication failed.

Blinking The Zyxel Device has an unsupported 100 Mbps Ethernet connection on the
WAN.
Note: For Ethernet routers only, see Section 1.1 on page 19 for more
information.
2.5G LAN Green On The Zyxel Device has a successful 2500 Mbps Ethernet connection with a
(for the device on the Local Area Network (LAN) through the 2.5G LAN port.
EX5501 only) Blinking The Zyxel Device is sending or receiving data to/from the LAN at 2500 Mbps
through the 2.5G LAN port.
Off The Zyxel Device does not have an Ethernet connection with the LAN
through the 2.5G LAN port.
10G LAN (for | Green Oon The Zyxel Device has a successful 10/100/10000 Mbps Ethernet connection
AX7501-BO/ with a device on the Local Area Network (LAN) through the 10G LAN port.
PX7501-80) Blinking The Zyxel Device is sending or receiving data to/from the LAN at 10/100/
10000 Mbps through the 10G LAN port.
Off The Zyxel Device does not have an Ethernet connection with the LAN
through the 10G LAN port.
LANT -4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet connection
with a device on the Local Area Network (LAN) through the LANT - 4 ports.
Blinking The Zyxel Device is sending or receiving data to/from the LAN at 10/100/
1000 Mbps through the LANT — 4 ports.
Note: For AON and PON routers only; see Section 1.1 on page 19
for more information.
Off The Zyxel Device does not have an Ethernet connection with the LAN

through the LAN1 — 4 ports.
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Table 5 LED Descriptions (AX7501, EX5501 and PX7501) (continued)

LED COLOR | STATUS DESCRIPTION
WiFi 2.4G Green On The 2.4G wireless network is activated.
Blinking The Zyxel Device is communicating with 2.4G WiFi clients.
Note: For AON and PON routers only; see Section 1.1 on page 19
for more information.
Off The 2.4G wireless network is not activated.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4G WiFi client.
WiFi 5Gi Green On The 5G wireless network is activated.
Blinking The Zyxel Device is communicating with 5G WiFi clients.
Note: For AON and PON routers only; see Section 1.1 on page 19
for more information.
Off The 5G wireless network is not activated.
Amber Blinking The Zyxel Device is sefting up a WPS connection with a 5G WiFi client.
PHONE Green On A SIP account is registered for the phone port.
Blinking The telephone connected to this phone port has an incoming call or is off
the hook.
Off The phone port does not have a SIP account registered.
Amber On A SIP account is registered for the phone port, and there is a voice message
in the corresponding SIP account.
Blinking The telephone connected to this phone port has an incoming call or is off
the hook. There is a voice message in the corresponding SIP account.
usB Green On The Zyxel Device recognizes a USB connection through the USB port.
Blinking The Zyxel Device is sending or receiving data to/from the USB device
connected to it.
Note: For AON and PON routers only; see Section 1.1 on page 19
for more information.
Off The Zyxel Device does not detect a USB connection through the USB port.
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2.2.2 DX3300-T0, EX3300-T0, EX2210-T0, DX3301-T0 and EX3301-TO

Figure 12 LED Indicators (DX3300-TO / DX3301-T0 / EX3300-TO / EX2210-T0 / EX3301-T0)

ZYXEL

The following are the LED descriptions for your DX3300-TO / EX3300-T0/ EX2210-TO.

Table 6 LED Descriptions (DX3300-T0 / EX3300-T0/ EX2210-T0)

LED COLOR STATUS DESCRIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a
device malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
DSL/ Green Oon The VDSL/ ADSL link is up.
\E\t&e’\‘met Slow Blinking The Zyxel Device is looking for a VDSL or ADSL link.
Fast Blinking The Zyxel Device is initializing the VDSL or ADSL link.
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Table 6 LED Descriptions (DX3300-T0 / EX3300-T0/ EX2210-T0)

LED COLOR STATUS DESCRIPTION
Internet Green On The Zyxel Device has an IP connection but no tfraffic.
Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negofiation was successfully completed (if used) and the
DSL connection is up.
Blinking The Zyxel Device is sending or receiving IP traffic.
Off There is no Internet connection or the gateway is in bridged mode.
Red On The Zyxel Device attempted to make an IP connection but failed.
Possible causes are no response from a DHCP server, no PPPoE
response, PPPoE authentication failed.
LANT -4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN).
Blinking The Zyxel Device is sending or receiving data fo/from the LAN at 10/
100/1000 Mbps.
Off The Zyxel Device does not have an Ethernet connection with the LAN.
2.4G Green On The 2.4 GHz wireless network is activated.
WLAN/WPS — — — - p——
Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
Off The link is down or disabled.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz WiFi
client.
5G WLAN/ | Green On The 5 GHz wireless network is activated.
WPS Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
Off The link is down or disabled.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz WiFi

client.

The following are the LED descriptions for your DX3301-T0 / EX3301-TO.

Table 7 LED Descriptions (DX3301-T0 / EX3301-T0)

LED COLOR STATUS DESCRIPTION
Power Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a
device malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
DSL/ Green On The VDSL / ADSL link is up.
\E/y;\ﬂ”ef Slow Blinking | The Zyxel Device is looking for a VDSL / ADSL link.
Fast Blinking The Zyxel Device is initializing the VDSL / ADSL link.
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Table 7 LED Descriptions (DX3301-T0 / EX3301-T0) (confinued)

LED COLOR STATUS DESCRIPTION
Internet Green On The Zyxel Device has an IP connection but no traffic.
Your device has a WAN IP address (either static or assigned by a DHCP
server), PPP negotiation was successfully completed (if used) and the
DSL connection is up.
Blinking The Zyxel Device is sending or receiving IP traffic.
Off There is no Internet connection or the gateway is in bridged mode.
Red On The Zyxel Device aftempted to make an IP connection but failed.
Possible causes are no response from a DHCP server, no PPPoE
response, PPPoOE authentication failed.
LANT - 4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN).

Blinking The Zyxel Device is sending or receiving data to/from the LAN atf 10/
100/1000 Mbps.

Off The Zyxel Device does not have an Ethernet connection with the LAN.

2.4G Green On The 2.4 GHz wireless network is activated.
WLAN/WPS — — - - —

Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.

Off The link is down or disabled.

Amber Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz WiFi
client.
5G WLAN/ | Green On The 5 GHz wireless network is activated.
WPS Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
Off The link is down or disabled.
Amber Blinking The Zyxel Device is setting up a WPS connection with a 5 GHz WiFi
client.
Phonel, Green On A SIP account is registered for af least one phone port, and there is no
Phone2 voice message in the corresponding SIP account.

Blinking A telephone connected to one of the phone port has its receiver off
the hook or there is an incoming call. There is no voice message in the
corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a voice
message in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off the hook
or there is an incoming call. There is voice message in the
corresponding SIP account.

Off e The Zyxel Device is turned off.

e The VolIP function is not activated.
e The SIP accountis not enabled.
* The phone port does not have a SIP account registered.
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2.2.3 DX5301-B2/B3, EX5300-B3 and EX5301-B3

Figure 13 LED Indicators (DX5301-B2 / DX5301-B3 / EX5301-B3)
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Figure 14 LED Indicators (EX5300-B3)
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The following are the LED descriptions for your DX5301-B2/B3, EX5300-B3 and EX5301-B3.

Table 8 LED Descriptions (DX5301-B2/B3, EX5300-B3 and EX5301-B3)

LED COLOR STATUS DESCRIPTION
POWER 10} Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detected an error while self-testing, or there is a
device malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
DX5301-B2 Green On The DSL or Ethernet WAN or SFP port is connected successfully.
WAN G
Note: SFP connection has priority over DSL and Ethernet WAN
connection. Ethernet WAN connection has priority over
DSL connection. The Ethernet WAN and DSL ports will be
disabled if SFP link is up. The DSL port will be disabled if
the Ethernet WAN link is up.
Blinking (Slow) | The DX5301-B2 is detecting the connection type (ADSL or VDSL) on its
DSL port.
Blinking (Fast) | The DX5301-B2 connection on its DSL port is in process.
Off The DSL or Ethernet WAN or SFP port is not connected successfully.
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Table 8 LED Descriptions (DX5301-B2/B3, EX5300-B3 and EX5301-B3) (continued)

LED COLOR STATUS DESCRIPTION

DX5301-B3 Green On The DSL or Ethernet WAN port is connected successfully.

WAN G
Note: Ethernet WAN connection has priority over DSL

connection. The DSL port will be disabled if the Ethernet
WAN link is up.

Blinking (Slow) | The DX5301-B2 is detecting the connection type (ADSL or VDSL) on its
DSL port.

Blinking (Fast) | The DX5301-B2 connection on its DSL port is in process.

Off The DSL or Ethernet WAN port is not connected successfully.

EX5300/ Green On The Ethernet WAN port is connected successfully.

EX5301-83 Off The Ethernet WAN port is not connected successfully.

WAN

(=
INTERNET Green On The Zyxel Device has an IP connection but no traffic.
@ Your device has a WAN IP address (either static or assigned by a
DHCEP server), PPP negotiation was successfully completed (if used).
Blinking The Zyxel Device is sending or receiving IP traffic.
Off There is no Internet connection or the gateway is in Bridge mode.
Red On The Zyxel Device afttempted to make an IP connection but failed.
Possible causes are no response from a DHCP server, no PPPoE
response, PPPoE authentication failed.

LAN @ Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
connection with a device on the Local Area Network (LAN) through
the LAN1 — 4 ports.

Blinking The Zyxel Device is sending or receiving data to/from the LAN at 10/
100/1000 Mbps through the LAN1 — 4 ports.

Off The Zyxel Device does not have an Ethernet connection with the LAN
through the LAN1 - 4 ports.

WiFi 2.4G Green On The 2.4G wireless network is activated.

a Blinking The Zyxel Device is communicating with 2.4G WiFi clients.

Off The 2.4G wireless network is not activated.

Amber Blinking The Zyxel Device is sefting up a WPS connection with a 2.4G WiFi
client.

WiFi 5G Green On The 5G wireless network is activated.

= Blinking The Zyxel Device is communicating with 5G WiFi clients.

Off The 5G wireless network is not activated.

Amber Blinking The Zyxel Device is setting up a WPS connection with a 5G WiFi client.

PHONE Q Green On A SIP account is registered for the phone port.

Blinking The telephone connected to this phone port has anincoming call oris
off the hook.

Amber On A SIP account is registered for the phone port, and there is a voice
message in the corresponding SIP account.

Blinking The telephone connected to this phone port has an incoming call or is
off the hook. There is a voice message in the corresponding SIP
account.

Off The phone port does not have a SIP account registered.
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2.2.4 DX5401-B0O and EX5401-B0

Figure 15 LED Indicators (DX5401-B0 / EX5401-B0)
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Note: The phone LED is for the Zyxel Device with phone ports only; see Section 1.1 on page 19
for more information.

The following are the LED descriptions for your DX5401-B0O / EX5401-BO.

Table 9 LED Descriptions (DX5401-B0 / EX5401-B0)

LED COLOR STATUS DESCRIPTION
Power 10 Green On The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is self-testing.
Red On The Zyxel Device detects an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
DSL/ Green On The VDSL line or a successful 10/100/1000 Mbps Ethernet connection
Ethernet on the WAN is up.
WAN G Slow Blinking | The Zyxel Device is looking for a VDSL line.
Fast Blinking The Zyxel Device is initializing the VDSL line.
Off There is no Ethernet connection on the WAN.
Amber On The ADSL line on the WAN is up.
Slow Blinking | The Zyxel Device is looking for an ADSL line
Fast Blinking The Zyxel Device is initializing the ADSL line.
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Table 9 LED Descriptions (DX5401-B0 / EX5401-B0) (contfinued)

LED COLOR STATUS DESCRIPTION

Internet e Green On The Zyxel Device has an IP connection but no traffic.
Your device has a WAN IP address (either static or assigned by a
DHCEP server), PPP negotiation was successfully completed (if used)
and the DSL connection is up.

Blinking The Zyxel Device is sending or receiving IP traffic.

Off There is no Internet connection or the gateway is in bridged mode.

Red On The Zyxel Device afttempted to make an IP connection but failed.
Possible causes are no response from a DHCP server, no PPPoE
response, PPPoE authentication failed.
LANT - 4 Green On The Zyxel Device has a successful 10/100/1000 Mbps Ethernet
@ connection with a device on the Local Area Network (LAN).

Blinking The Zyxel Device is sending or receiving data to/from the LAN at 10/
100/1000 Mbps.

Off The Zyxel Device does not have an Ethernet connection with the LAN.

2.4G WLAN/ | Green On The 2.4 GHz wireless network is activated.
WPs 2 Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
Amber On The WPS process fails.

Blinking The Zyxel Device is setting up a WPS connection with a 2.4 GHz WiFi
client.

Off The 2.4 GHz wireless network is not activated.

5G WLAN/ Green On The 5 GHz wireless network is activated.
WPS Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
a Amber On The WPS process fails.

Blinking The Zyxel Device is sefting up a WPS connection with a 5 GHz WiFi
client.

Off The 5 GHz wireless network is not activated.

Phonel, Green On A SIP account is registered for at least one phone port, and there is no
Phone2 Q voice message in the corresponding SIP account.

Blinking A telephone connected to one of the phone port has its receiver off
the hook or there is an incoming call. There is no voice message in the
corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a voice
message in the corresponding SIP account.

Blinking A telephone connected fo the phone port has its receiver off the

hook or there is an incoming call. There’s voice message in the
corresponding SIP account.
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2.2.5 EX5600-T1, EX5601-T0 and EX5601-T1

Figure 16 LED Indicators (EX5600-T1)
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Figure 17 LED Indicators (EX5601-T0)
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Note: The Phone LED is for the Zyxel Device with phone ports only; the SFP LED is for the Zyxel
Device with an SFP port only; see Section 1.1 on page 19 for more information.

The following are the LED descriptions for your EX5600-T1 / EX5601-T0/ EX5601-T1.
Table 10 LED Descriptions (EX5600-T1 / EX5601-T0/ EX5601-T1)

LED COLOR | STATUS DESCRIPTION
POWER o Green Oon The Zyxel Device is receiving power and ready for use.
Blinking The Zyxel Device is booting up.
Red On The Zyxel Device detects an error while self-testing, or there is a device
malfunction.
Blinking The Zyxel Device is upgrading firmware.
Off The Zyxel Device is not receiving power.
2.5G WAN @G Green On The Zyxel Device has a successful Ethernet connection on the 2.5G
7 WAN port.
Off The Zyxel Device does not have an Ethernet connection on the 2.5G
WAN port.
INTERNET@ Green On The Zyxel Device has a WAN IP address (either static or assigned by a
DHCEP server) and the Internet connection is up.
Blinking The Zyxel Device is sending or receiving fraffic.
Off There is no Internet connection or the gateway is in bridged mode.
Red Oon The Zyxel Device attempted to obtain an WAN IP but failed. Possible

causes are no response from a DHCP server, no PPPoE response,
PPPoE authentication failed.

LAN Green On The Zyxel Device has a successful Ethernet connection with a device
on the Local Area Network (LAN).
Blinking The Zyxel Device is sending or receiving datfa to/from the LAN.
Off The Zyxel Device does not have an Ethernet connection on the LAN.
2.463-\'; Green On The 2.4 GHz WiFi is activated.
Blinking The Zyxel Device is communicating with 2.4 GHz WiFi clients.
Amber Blinking The Zyxel Device is sefting up a WPS connection with a 2.4 GHz WiFi
client.
Off The 2.4 GHz WiFi network is not activated.
SG”S%‘ Green On The 5 GHz WiFi network is activated.
Blinking The Zyxel Device is communicating with 5 GHz WiFi clients.
Amber Blinking The Zyxel Device is connecting to 5 GHz WiFi clients via WPS.
Off The 5 GHz WiFi network is not activated.
Phone &) Green On All phone ports are on-hook. An SIP account is registered for at least
one phone port, and there is no voice message in the corresponding
SIP account.
Blinking A telephone connected to one of the phone port has its receiver off

the hook or there is an incoming call. There is no voice message in the
corresponding SIP account.

Amber On A SIP account is registered for the phone port and there is a voice
message in the corresponding SIP account.

Blinking A telephone connected to the phone port has its receiver off the
hook or there is an incoming call. There's voice message in the
corresponding SIP account.

Off All phone ports are on-hook. The VolP function is disabled, or there is
no registered SIP account defined for any of the phone ports.
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Table 10 LED Descriptions (EX5600-T1 / EX5601-T0/ EX5601-T1) (continued)
LED COLOR | STATUS DESCRIPTION

SFP Green Oon The SFP port is connected to the ISP's ONT and the Zyxel Device is
receiving optical signals normally, or the SFP port’s Ethernet WAN
connection is up.

Off The connection to the ISP's ONT or the Ethernet WAN connection is
down.

Note: The phone LED is for the Zyxel Device with phone ports only; see Section 1.1 on page 19
for more information.

2.3 Ports Panel

The following shows the Zyxel Device ports panel and connection ports.

2.3.1 EX5501, AX7501 and PX7501

Figure 19 AX7501-BO

Figure 21 PX7501-B0O

The following table describes the items on the ports panels of EX5501, AX7501 and PX7501.

Table 11 Panel Ports and Buttons

LABEL DESCRIPTION

2.5G WAN For EX5501

Connect an Ethernet cable to the Ethernet WAN port for Internet access.

FIBER For AX7501-BO

Insert a compatible SFP+ transceiver to the FIBER port and connect the fiber cable for Internet
access.

For PX7501-BO

Connect the fiber cable to the FIBER port for Internet access.
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Table 11 Panel Ports and Buttons (continued)

LABEL DESCRIPTION

USB The USB port is used for cellular WAN backup, file-sharing, and media server.

LANT - LAN4 | Connect computers or other Ethernet devices to Ethernet ports for Internet access.

2.5G LAN

10G LAN

PHONE1/2 Connect analog phones to the PHONE ports to make phone calls.

RESET Press the button to return the Zyxel Device to the factory defaults.

POWER Connect the power adapter and press the ON/OFF button to start the device.

WPS Press the WPS button for more than 1 second (EX5501-B0) / 5 seconds (AX7501-B0 / PX7501-B0) to
quickly set up a secure wireless connection between the device and a WPS-compatible client.

WLAN Press the WLAN button for more than 1 second (EX5501-B0) / 2 seconds (AX7501-B0O / PX7501-B0) fo

enable the wireless function.

2.3.2 DX3300-T0, DX3301-T0, DX5301-B2/B3, DX5401-B0, EX3300-T0/
EX2210-T0, EX3301-T0, EX5300-B3, EX5301-B3 and EX5401-B0

Figure 22 DX3300-T0
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Figure 25 DX5401-B0

Figure 26 EX3300-T0/ EX2210-T0
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Chapter 2 Hardware

The following table describes the items on the ports panels of DX3300-T0, DX3301-T0, DX5301-B2/B3,
DX5401-B0, EX3300-TO/EX2210-T0, EX3301-TO, EX5300-B3, EX5301-B3 and EX5401-B0.

Table 12 Panel Ports and Buftons

LABEL DESCRIPTION

WAN For DX5301-B3, EX3300-T0/EX2210-T0, EX3301-T0, EX5300-B3, EX5301-B3 and EX5401-B0, connect an
Ethernet cable to the WAN port for Internet access.
For DX5301-B2, connect an Ethernet cable or a SFP cable for Internet access.

LANT - LAN4 | Connect computers or other Ethernet devices to Ethernet ports for Internet access.

FIBER For DX5401-B0 and EX5401-B0, Insert a compatible SFP transceiver to the FIBER port and connect the
fiber cable for Internet access.

USB The USB port is used for cellular WAN backup, file-sharing, and media server.

DSL For DX3300-T0, DX3301-T0, DX5301-B2/B3 and DX5401-B0, connect a DSL cable to the DSL port for
Internet connection.

PHONE1/2 For DX3301-T0, DX5301-B2/B3, DX5401-B0, EX3301-T0, EX5301-B3,and EX5401-B0, connect analog
phones to the PHONE ports to make phone calls.

RESET Press the button to return the Zyxel Device to the factory defaults.

POWER Connect the power adapter and press the ON/OFF button to start the device.

WPS Press the WPS button for more than 5 seconds to quickly setup a secure wireless connection
between the device and a WPS-compatible client.

WLAN Press the WLAN button for more than 2 seconds to enable the wireless function.

2.3.3 EX5600-T1,

EX5601-T0, and EX5601-T1

Figure 31 EX5600-T1
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Figure 32 EX5601-TO/EX5601-T1
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Note: See Section 1.1 on page 19 to see if your Zyxel Device supports the SFP port.
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Figure 33 EX5600-T1/EX5601-TO/EX5601-T1 Side Panels
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)

The following table describes the items on the ports panels of EX5600-T1, EX5601-T0, and EX5601-T1.

Table 13 Panel Ports and Buftons

LABEL DESCRIPTION

2.5G WAN For EX5600-T1 and EX5601-T1, connect an Ethernet cable to the 2.5G WAN port for an (up to) 2.5
Gbps Ethernet connection.
For EX5601-T0, connect an Ethernet cable to the 2.5G WAN port, or connect a fiber optic/Ethernet
cable to the SFP port through an SFP transceiver for an (up fo) 2.5 Gbps Ethernet connection.

2.5G LANI1 Connect computers or other Ethernet devices to the 2.5G LAN port for Internet access with speed
up o 2.5 Gbps.

LAN2-4 Connect computers or other Ethernet devices to Ethernet ports for Internet access.

SFP For EX5601-T0, insert a compatible SFP transceiver to the SFP port and connect a fiber optic or
Ethernet cable for an (up to) 2.5 Gbps Internet connection.

USB The USB port is used for cellular WAN backup, file-sharing, and media server.

PHONE1/2 For EX5601-T0,and EX5601-T1, connect analog phones to the PHONE ports with RJ 11 cables for VoIP
services.

RESET Press the button for more than 5 seconds to return the Zyxel Device to the factory defaults.

POWER Connect the power adapter and press the ON/OFF button to start the device.

WPS Press the WPS button for more than 5 seconds to quickly setup a secure WiFi connection between
the device and a WPS-compatible client.

Wi-Fi Press the WiFi button for more than 2 seconds to enable the WiFi function.
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Transceiver Installation

Use the following steps to install an SFP fransceiver.

Aftach an ESD preventive wrist strap to your wrist and to a bare metal surface.
Align the transceiver in front of the slot opening.

Make sure the latch is in the lock position (latch styles vary), then insert the transceiver into the slot with
the exposed section of PCB board facing down.

Press the transceiver firmly until it clicks into place.

The Zyxel Device automatically detects the installed transceiver. Check the LEDs to verify that it is
functioning properly.

Remove the dust plugs from the transceiver and cables (dust plug styles vary).

Identify the signal fransmission direction of the fiber cables and the fransceiver. Insert the fiber cable info
the fransceiver.

Figure 34 Latch in the Lock Position

Transceiver Removal

Use the following steps to remove an SFP fransceiver.

Aftach an ESD preventive wrist strap to your wrist and to a bare metal surface on the chassis.
Remove the fiber cables from the transceiver.

Pull out the latch and down to unlock the transceiver (latch styles vary).
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Note: Make sure the transceiver's latch is pushed all the way down, so the transceiver can be
pulled out successfully.

4 Pullthe latch, or use your thumb and index finger to grasp the tabs on both sides of the fransceiver, and
carefully slide it out of the slot.

Note: Do NOT pull the tfransceiver out by force. You could damage it. If the transceiver will not
slide out, grasp the tabs on both sides of the transceiver with a slight up or down motion
and carefully slide it out of the slot. If unsuccessful, contact Zyxel Support to prevent
damage to your Zyxel Device and transceiver.

5 Insert the dust plug into the ports on the transceiver and the cables.

Figure 37 Removing the Fiber Cables

Figure 39 Transceiver Removal Example

2.3.4 WPS Button

You can use the WPS button to quickly set up a secure wireless connection between the Zyxel Device
and a WPS-compatible client by adding one device at a time.

To activate WPS:

1  Make sure the POWER LED is on and not blinking.

2 Press the WPS button for at least 1 or 5 seconds (see the following table) and release it.
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Table 14 WPS Button Press Duration

PRESS

MODELS DURATION
EX5501-B0 1 second
AX7501-B0, DX3300-T0, DX3301-10, | 5 second

DX5301-B2/B3, DX5401-B0, EX3300-T0/
EX2210-TO, EX3301-TO, EX5300-B3,
EX5301-B3, EX5401-B0, EX5600-T1,
EX5601-T0, EX5601-T1 and PX7501-BO

3 Press the WPS button on another WPS-enabled device within range of the Zyxel Device (within 120
seconds). The WIFI 2.4G / WIFI 5G LED flashes amber while the Zyxel Device setfs up a WPS connection
with the other wireless device.

4 Once the connection is successfully made, the WIFI 2.4G / WIFI 5G LED will light green.

2.3.5 RESET Button

If you forget your password or cannot access the Web Configurator, you will need to use the RESET
button to reload the factory-default configuration file. This means that you will lose all configurations
that you had previously. The password will be reset to the factory default (see the device label), and the
LAN IP address will be *192.168.1.1".

1 Make sure the POWER LED is on (noft blinking).

2 Toset the device back to the factory default settings, press the RESET button for more than 5 seconds or
until the POWER LED begins to blink and then release it. When the POWER LED begins to blink, the defaults
have been restored and the device restarts.
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Web Configurator

3.1 Overview

The Web Configurator is an HTML-based management interface that allows easy system setup and
management through Internet browser. Use a browser that supports HTML5, such as Microsoft Edge,
Morzilla Firefox, or Google Chrome. The recommended minimum screen resolution is 1024 by 768 pixels.

In order to use the Web Configurator you need to allow:

¢ Web browser pop-up windows from your computer.
» JavaScript (enabled by default).

¢ Java permissions (enabled by default).
3.1.1 Access the Web Configurator

1 Make sure your Zyxel Device hardware is properly connected (refer to the Quick Start Guide).

2 Make sure your computer has an IP address in the same subnet as the Zyxel Device. Your computer
should have an IP address from 192.168.1.2 o 192.168.1.254.

3 Launch your web browser. If the Zyxel Device does not automatically re-direct you to the login screen,
go to http://192.168.1.1.

4 Alogin screen displays. Select the language you prefer (upper right).

5 To access the administrative Web Configurator and manage the Zyxel Device, type the default user
name admin and the randomly assigned default password (see the Zyxel Device label) in the Login
screen and click Login. If you have changed the password, enter your password and click Login.

Figure 40 Password Screen

Login
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Note: The first time you enter the password, you will be asked to change it. Make sure the new
password must contain at least one uppercase letter, one lowercase letter and one
number. For some models, the password must contain at least one English character
and one number. Please see the password requirement displayed on the screen.

The Connection Status screen appears. Use this screen to configure basic Intfernet access and wireless
settings.

Figure 41 Connection Status
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3.2 Web Configurator Layout

Figure 42 Screen Layout
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As illustrated above, the main screen is divided info these parts:

¢ A -Seftings Icon (Navigation Panel and Side Bar)
e B-Layouticon
¢ C - Main Window

3.2.1 Settings Icon

Click this icon (=) to see the side bar and navigation panel.

3.2.1.1 Side Bar

The side bar provides some icons on the right hand side.
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Figure 43 Side Bar
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The icons provide the following functions.

Table 15 Web Configurator Icons in the Title Bar

ICON

DESCRIPTION

<

Wizard

Wizard: Click this icon to open screens where you can configure the Zyxel Device's time zone
and wireless settings.

Theme

Theme: Click this icon to select a color that you prefer and apply it fo the Web Configurator.

X

Theme

*

Language

Language: Select the language you prefer.

O

Restart

Restart: Click this icon to reboot the Zyxel Device without turning the power off.

B

Logout

Logout: Click this icon to log out of the Web Configurator.

3.2.1.2 Navigation Panel

Click the menu icon ( =) to display the navigation panel that contains configuration menus and icons
(quick links). Click X to close the navigation panel.
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Use the menu items on the navigation panel to open screens to configure Zyxel Device features. The
following tables describe each menu item.

Figure 44 Navigation Panel

Connection Status
Network Setting
Security

VolP

System Monitor

Maintenance
System
User Account
Remote Management
SNMP
Time
E-mail Nofification
Log Setting
Firware Upgrade
Backup/Restore
Reboot

Diagnostic

X

/\‘.

Wizard

&

Theme

C

Restart

©

Language

B

Logout

Table 16 Navigation Panel Summary

LINK TAB FUNCTION
Connection Status Use this screen to configure basic Internet access, wireless settings, and
parental control settings. This screen also shows the network status of the
Zyxel Device and computers/devices connected to it.
Network Setting
Broadband Broadband Use this screen to view and configure ISP parameters, WAN IP address
assignment, and other advanced properties. You can also add new
WAN connections.
Cellular Backup Use this screen to configure a cellular WAN connection as a backup to
keep you online if the primary WAN connection fails.
Advanced Use this screen to enable or disable PTM over ADSL, Annex M/Annex J,
and DSL PhyR functions.
Wireless General Use this screen to configure the wireless LAN settings and WLAN
authentication or security settings.
Guest/More AP Use this screen to configure multiple BSSs on the Zyxel Device.
MAC Use this screen to block or allow wireless traffic from wireless devices of
Authentication certain SSIDs and MAC addresses to the Zyxel Device.
WPS Use this screen to configure and view your WPS (WiFi Protected Setup)
seftings.
WMM Use this screen to enable or disable WiFi MultiMedia (WMM).
Others Use this screen to configure advanced wireless settings.

Channel Status

Use this screen to scan wireless LAN channel noises and view the results.

MESH

Use this screen to enable or disable Zyxel Mesh.
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Table 16 Navigation Panel Summary (continued)

LINK TAB FUNCTION
Home LAN Setup Use this screen to configure LAN TCP/IP settings, and other advanced
Networking properties.
Static DHCP Use this screen to assign specific IP addresses to individual MAC
addresses.
UPnP Use this screen to turn UPnP and UPnP NAT-T on or off.
Additional Use this screen to configure IP alias and public static IP.
Subnet
STB Vendor ID Use this screen to configure the Vendor IDs of the connected Set Top Box
(STB) devices, which have the Zyxel Device automatically create static
DHCP entries for the STB devices when they request IP addresses.
Wake on LAN Use this screen to remotely turn on a device on the local network.
TFTP Server Name | Use DHCP option 66 to identify a TFTP server name.
Routing Static Route Use this screen to view and set up static routes on the Zyxel Device.
DNS Route Use this screen to forward DNS queries for certain domain names through
a specific WAN interface to its DNS servers.
Policy Route Use this screen to configure policy routing on the Zyxel Device.
RIP Use this screen to configure Routing Information Protocol to exchange
routing information with other routers.
QoS General Use this screen to enable QoS and traffic prioritizing. You can also
configure the QoS rules and actions.
Queue Setup Use this screen to configure QoS queues.
Classification Use this screen to define a classifier.
Setup
Shaper Setup Use this screen to limit outgoing traffic rate on the selected interface.
Policer Setup Use this screen to configure QoS policers.
NAT Port Forwarding Use this screen to make your local servers visible fo the outside world.
Port Triggering Use this screen to change your Zyxel Device's port friggering settings.
DMZ Use this screen to configure a default server which receives packets from
ports that are not specified in the Port Forwarding screen.
ALG Use this screen to enable the ALGs (Application Layer Gateways) in the
Zyxel Device to allow applications to operate through NAT.
Address Mapping | Use this screen to change your Zyxel Device's IP address mapping
seftings.
Sessions Use this screen to configure the maximum number of NAT sessions each
client host is allowed to have through the Zyxel Device.
DNS DNS Entry Use this screen to view and configure DNS routes.
Dynamic DNS Use this screen to allow a statfic hosthame alias for a dynamic IP address.
IGMP/MLD IGMP/MLD Use this screen to configure multicast settings (IGMP for IPv4 and MLD for
IPvé multicast groups) on the WAN.
VLAN Group VLAN Group Use this screen to group and tag VLAN IDs to outgoing traffic from the
specified interface.
Interface Interface Use this screen to map a port to create multiple networks on the Zyxel
Grouping Grouping Device.
USB Service File Sharing Use this screen to enable file sharing through the Zyxel Device.
Media Server Use this screen to use the Zyxel Device as a media server.
Security
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Table 16 Navigation Panel Summary (continued)

Home Security

LINK TAB FUNCTION
Firewall General Use this screen to configure the security level of your firewall.
Protocol Use this screen to add Infernet services and configure firewall rules.
Access Control Use this screen to enable specific traffic directions for network services.
DoS Use this screen to activate protection against Denial of Service (DoS)
attacks.
MAC Filter MAC Filter Use this screen to block or allow traffic from devices of certain MAC
addresses to the Zyxel Device.
Home Security | Connected Use this screen to set up a URL filter that blocks users on your network

from accessing certain websites.

Parental
Control

Parental Control

Use this screen to define time periods and days during which the Zyxel
Device performs parental control and/or block web sites with the
specific URL.

Scheduler Rule

Scheduler Rule

Use this screen to configure the days and times when a configured
restriction (such as parental control) is enforced.

Certificates Local Certificates | Use this screen to view a summary list of certificates and manage
certificates and certification requests.

Trusted CA Use this screen to view and manage the list of the trusted CAs.
VolP

SIP SIP Account Use this screen to set up information about your SIP account and
configure audio settings such as volume levels for the phones
connected fo the Zyxel Device.

SIP Service Use this screen to configure the SIP server information, and other SIP
Provider settings, such as QoS for VolP calls, outbound proxy, DTMF mode and SIP
timers.

Phone Phone Device Use this screen to control which SIP accounts each phone uses to handle
outgoing and incoming calls.

Region Use this screen to select your location and call service mode.

Call Rule Call Rule Use this screen to configure speed dial for SIP phone numbers that you
often call.

Call History Call History Use this screen to view detailed information for each outgoing call you
made or each incoming call from someone calling you. You can also
view a summary list of received, dialed and missed calls.

System Monitor
Log System Log Use this screen to view the status of events that occurred to the Zyxel

Device. You can export or email the logs.
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Table 16 Navigation Panel Summary (continued)

LINK

TAB

FUNCTION

Security Log

Use this screen to view all security related events. You can select the
level and category of the security events in their proper drop-down list
window.

Levels include:

* Emergency

o Alert

e Critical

e Error

¢ Warning

* Notice

¢ Informational
* Debugging

Categories include:

¢ Account
* Aftack
e Firewall
¢ MAC Filter
Traffic Status WAN Use this screen to view the status of all network traffic going through the
WAN port of the Zyxel Device.
LAN Use this screen to view the status of all network fraffic going through the
LAN ports of the Zyxel Device.
NAT Use this screen to view NAT statistics for connected hosts.
VolP Status VolP Status Use this screen to view VolP registration, current call status and phone
numbers for the phone ports.
ARP table ARP table Use this screen to view the ARP table. It displays the IP and MAC address
of each DHCP connection.
Routing Table Routing Table Use this screen to view the routing table on the Zyxel Device.
Multicast Status | IGMP Status Use this screen to view the status of all IGMP settings on the Zyxel Device.
MLD Status Use this screen to view the status of all MLD settings on the Zyxel Device.
xDSL Statistics xDSL Statistics Use this screen to view the Zyxel Device's xDSL traffic statistics.
WLAN Station WLAN Station Use this screen to view the wireless stations that are currently associated
Status Status to the Zyxel Device's wireless LAN.
Cellular Cellular Statistics | Use this screen to look at the cellular Internet connection status.
Statistics

GPON Status

GPON Status

Use this screen to view the fiber transceiver’s TX power and RX power
level and its temperature.

Note: Not yet available as of this writing.

Maintenance

System

System

Use this screen to set the Zyxel Device name and Domain name.

User Account

User Account

Use this screen to change the user password on the Zyxel Device.

Remote MGMT Services Use this screen to enable specific traffic directions for network services.
Management
Trust Domain Use this screen to view a list of public IP addresses which are allowed to
access the Zyxel Device through the services configured in the
Maintenance > Remote Management screen.
SNMP SNMP Use this screen to configure SNMP (Simple Network Management

Protocol) settings.
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Table 16 Navigation Panel Summary (contfinued)

LINK TAB FUNCTION
Time Time Use this screen to change your Zyxel Device's time and date.
E-mail E-mail Use this screen to configure up to two mail servers and sender addresses
Notification Notification on the Zyxel Device.
Log Settings Log Settings Use this screen to change your Zyxel Device's log settings.
Firmware Firmware Use this screen to upload firmware to your Zyxel Device.
Upgrade Upgrade
Backup/Restore | Backup/Restore Use this screen to backup and restore your Zyxel Device's configuration
(settings) or reset the factory default settings.
Reboot Reboot Use this screen to reboot the Zyxel Device without turning the power off.
Diagnostic Ping&Traceroute | Use this screen to identify problems with the Zyxel Device. You can use

&Nslookup Ping, TraceRoute, or Nslookup to help you identify problem:s.

802.1ag Use this screen to configure CFM (Connectivity Fault Management) MD
(maintenance domain) and MA (maintenance association), perform
connectivity tests and view test reports.

802.3ah Use this screen to configure link OAM port parameters,

OAM Ping Use this screen to view information to help you identify problems with the

DSL connection.

3.2.1.3 Dashboard

Use the menu items in the navigation panel on the right to open screens to configure the Zyxel Device's

features.

Figure 45 Navigation Panel

Connection Status X
Network Setting
Security "i
System Monitor Pt
%
Traffic Status
ARP Table e
Routing Table |
WLAN Station Stafus e
Maintenance Q
Language
B
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Click the Widget icon (mm ) in the lower left corner to arrange the screen order.

Figure 46 Screen Order

Connectivity System Info
EX5501-B0
™ ~ — V1.00{ABZY.0)bS
H @ @ - .
s e 0 days 3 hours 26 minutes 20 seconds
D4:1A:D1:27:25:80
> nemet WAN 100M/Full >
WiFi Seftings ﬁ Guest WiFi Settings
c— 2 4G WiFi Hame = 2.4G WiFi Name
740 240
@ Zyxel 2581 @ @ Iyxel 2581_guest ssssssscss @
1
— R
f‘; = 5G WiFi Nome WiFi Password
53
® Lyxel 2581 @ [ = Iynel_2581_guest esssssssee @
1
LAN Parental Conirol
192.168.123.1
255.255.255.0 0
192.148.123.2 ~ 192.168.123.254 el
@
@ 1 days 0 hours 0 minutes > >

The following screen appears. Select a block and hold it to move around. Click the Check icon () in
the lower left corner to save the changes.
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Figure 47 Screen Order

ZYYEL | oxsoin0
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CHAPTER 4
Quick Start

4.1 Overview

Use the Wizard screens to configure the Zyxel Device's time zone and wireless settings.

Note: See the technical reference chapters for background information on the features in this
chapter.

4.2 Quick Start Setup

You can click the Wizard icon in the side bar to open the Wizard screens. After you click the Wizard icon,
the following screen appears. Click Let’s go to proceed with settings on time zone and wireless networks.
It will take you a few minutes to complete the settings on the Wizard screens. You can click Skip to leave
the Wizard screens.

Figure 48 Wizard - Home

Quick Start Wizard
o= 7 P
Time Zone Infernet WiFi

The wizard will guide you through the basic settings of this device.
This will take a few minutes to complete.

Let's go

4.3 Quick Start Setup — Time Zone

Select the time zone of your location. Click Next.
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Figure 49 Wizard - Time Zone

1 (2) > (3)
Time zone Internet WiFi
(GMT+08:00) Taipei v
Next

4.4 Quick Start Setup - Internet Connection

Select the Intfernet connection mode of the Zyxel Device. Click Next to confinue.

Figure 50 Wizard - Internet

2 (3)

Time zone Internet WiF

This wizard will detect Internet
connectivity status, please plug in
the Internet line then click Next
button

Nexi
Skip

4.4.1 Successful Internet Connection

The Zyxel Device has Internet access.

Figure 51 Wizard — Successful Infernet Connection

2 &

Time zone Internet WiFi

Next
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4.4.2 Unsuccessful Internet Connection

The Zyxel Device did not detect a WAN connection.

Figure 52 Wizard — Internet Connection is Down

2 3

Intermnet

4.5 Quick Start Setup — WiFi

Turn WiFi on or off. If you keep it on, record the WiFi Name and Password in this screen so you can
configure your WiFi clients fo connect to the Zyxel Device. If you want to show or hide your WiFi
password, click the Eye icon (@).

Click Done.
Figure 53 Wizard — WiFi

Time zone Infernet WiFi

WiFi Settings <@

Zyxel 9C21

Strength

Done

4.6 Quick Start Setup - Finish

Your Zyxel Device saves your settings and attempts to connect to the Internet.
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CHAPTER b5
Tutorials

5.1 Overview

This chapter shows you how to use the Zyxel Device's various features.

¢ Wired Network Setup
¢ WiFi Network Setup

e USB Applications

¢ Network Security

* Infernet Calls

¢ Device Maintenance

5.2 Wired Network Setup

This section shows you how to set up a wired connection.

5.2.1 Setting Up a DSL Connection

This tutorial shows you how to set up a DSL Internet connection using the Web Configurator.

If you connect to the Internet through a DSL connection, use the information from your Internet Service
Provider (ISP) to configure the Broadband screens.

1 Go to Network Setting > Broadband and then the following screen appears. Click Add New WAN
Interface.

Broadband

iZi% ular Backup ~ Advanced

You can configure the Infemet settings of this device. Correct configurations build successful Intemet connection.

(+ Add New WAN InTerTace)

IGMP Default MLD

# Name Type Mode Encapsulation 802.1p 802.1q Proxy NAT Gateway IPvé Proxy Modify
1 ADSL ATM  Roufing IPoE N/A N/A Y Y Y Y Y g
o
2 VDSL PTM  Routing IPOE N/A N/A Y Y i Y Y %
o
: 4
3 ETHWAN ETH Routing IPOE N/A N/A Y Y Y Y Y —
o
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2 In this example, the DSL connection has the following information.

General
Name MyDSLConnection
Type ADSL over ATM
Connection Mode Routing
Encapsulation PPPoE
IPvé/IPv4 Mode IPv4

ATM PVC Configuration
VPI/VCI 36/48

Encapsulation Mode

LLC/SNAP-Bridging

Service Category

UBR without PCR

Account Information

PPP User Name

1234@DSL-Ex.com

PPP Password ABCDEF!
Static IP Address 192.168.1.32
Gateway IP Address 192.168.1.254
Primary DNS server 192.168.5.2
Secondary DNS server 192.168.5.1

Others

Authentication Method: AUTO

PPPoE Passthrough: Disabled

NAT: Enabled

IGMP Multicast Proxy: Enabled
Apply as Default Gateway: Enabled
VLAN: Disabled

3 Enter the General and ATM PVC Configuration setfings as provided above.
3a Sefthe Type to ADSL over ATM.
3b Choose the Encapsulation specified by your DSL service provider. For this example, the service
provider requires a username and password to establish an Internet connection. Therefore, select
PPPoOE as the WAN encapsulation type.
3c Sef the IPv4/IPv6 Mode to IPv4 Only.

4 Enfer the account information provided by your DSL service provider.

5 Enable Apply as Default Gateway to use this rule as your default Infernet connection. Then select Use
Following Static DNS Address and enter the DNS server addresses provided by your DSL service provider.

6 For the rest of the fields, use the default settings.

7 Click Apply to save your settings.
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s Add New WAN Interface
General @ PPP Information
Name MyDSL Connect
PPP User Name admin
Type ADSL over ATM -
PPP Passw @
Mode Routing hd
@ Auto Connec Cn Demand
Encapsulation | PPPoE v
PPPoE .
Pv4/IPvé 1Pv4 Oy . Passthrough
Mode
ATM PVC Configuration VIAN @
802.1p
Pl [0 Q
802.1q [1~4094]
| [32-65535] 33
Encapsulation LLC/SNAP-BRIDGING ¥ MTU
Service Category UBR Without PCR v U 1500
IP Address Routing Feature
Obtain an IP Address Automatically NAT - . IGMP Proxy ; .
@ Static IP Address
Apply as Default
S @ Fullcone NAT [ B
IP Address
RD @O
DNS Server
atic DNS Address
Cancel Apply

8 Try to connect to a website to see if you have correctly set up your Internet connection.

AX/DX/EX/PX Series User's Guide

72




Chapter 5 Tutorials

Broadband

Broadband
You can configure the Intemet setlings of this device. Comrect conligurations build successiul Infemet connection.

4 Add New WAN Interface

IGMFP Default MLD

# Name Type  Mode Encapsulation 802 1p 802.1q Froxy NAT Gateway [IPvé Froxy Modify
;

1 ADSL ATM  Routing IPGE BfA NfA Y Y Y Y Y pa
&

2 VD3l FIM  Routing IFoE MfA NfA Y Y Y Y Y
g

3 ETHWAN ETH Routing IPoE N{A MfA Y Y Y Y Y 4
5}

(4 MyDsSLConnection ATM  Routing PPPOE NfA M/A Y Y Y N M lg)

The new connection is displayed on the Broadband screen.

5.2.2 Setting Up an Ethernet Connection

If you connect to the Internet through an Ethernet connection, you need to connect a broadband
modem or router with Internet access to the WAN Ethernet port on the Zyxel Device. You need to
configure the Internet settings from the broadband modem or router on the Zyxel Device. First, make
sure you have Internet access through the broadband modem or router by connecting directly fo if.

0@ %

1  Make sure you have the Ethernet WAN port connect to a modem or router.

2 Go fo Network Setting > Broadband and then the following screen appears. Click Add New WAN
Interface to add a WAN connection.

Broadband

Broadband ) C<llular Backup  Advanced

You can configure the Internet settings of this device. Correct configurations build successful Intemet connection.

(—i— Add New WAN Interfdce)

IGMP Default MLD

# Name Type Mode Encapsulation 802.1p 802.1q Proxy NAT Gateway IPvé Proxy Modify
1 ADSL ATM  Routing IPoE N/A N/A Y Y Y Y Y %
o

) ]

2 VDSL PTM  Routing IPOE N/A N/A Y Y Y Y Y —
o

) ]

3 ETHWAN EIH  Routing IPOE N/A N/A Y Y Y Y Y —
o
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3 In this example, configure the following information for the Ethernet connection.

General
Name My ETH Connection
Type Ethernet
Connection Mode Routing
Encapsulation IPOE
IPvé/IPv4 Mode IPv4 Only

4 Enfer the General seftings provided by your Internet service provider.
4a Enfer a Name to identify your WAN connection.
4b Set the Type to Ethernet.
4c Set your Ethernet connection Mode fo Routing.

4d Choose the Encapsulation specified by your Internet service provider. For this example, select IPoOE
or PPPoE as the WAN encapsulation type.

4e Sefthe IPv4/IPv6 Mode fo IPv4 Only.
5 Under Routing Feature, enable NAT and Apply as Default Gateway.
6 For the rest of the fields, use the default settings.

7 Click Apply to save your settings.
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< Edit WAN Interface
General @ VLAN [ )
ame 802.1p 0
Type Ethernet 802.1q ADF4
Mode Routing v
MTU
Encapsulation IPoE v
vA/IPvé MIU 1500
S IPv4 Only v
IP Address Routing Feature
® Obtain an IP Address Automatically NAT :. IGMP Proxy .:
Static IP Addre Apply/ca
Default @) Fullcone NAT e
DNS Server Cateway
@® Obtain DNS Info Automatically 6RD .:
Use Following c DMNS Addre:

8 Go to the Network Setting > Broadband screen to view the established Ethernet connection. The new
connection is displayed on the Broadband screen.

4+ Add New WAN Interface|

IGMP Default MLD
# Name Type  Mode Encapsulation 802.1p 802.1q Proxy NAT Gateway IPvé Proxy Modify
1 M . ETH Routing IPoE N/A N/A N Y Y N N @
Connecti ]

5.3 WiFi Network Setup

In this example, you want to set up a WiFi network so that you can use your notebook to access the
Internet. In this WiFi network, the Zyxel Device is an access point (AP), and the notebook is a WiFi client.
The WiFi client can access the Internet through the AP.
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Figure 54 WiFi Network Setup

v
P

See the label on the Zyxel Device for the WiFi network settings and then connect manually to the Zyxel
Device. Alternatively, you can set up a WiFi network using WPS. See Section 5.3.2 on page 78.

) (¢

5.3.1 Changing Security on a WiFi Network

This example changes the default security settings of a WiFi network to the following:

SSID Example

Security Mode WPA2-PSK
Pre-Shared Key DoNotStealMyWiFi
802.11 Mode 802.11b/g/n Mixed

1 Go to the Network Setting > Wireless > General screen. Select More Secure as the security level and
WPA2-PSK as the security mode. Configure the screen using the provided parameters. Click Apply.
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Wireless

General

A wireless network name (also known as 3510} and a securily level are basic elements to start a wireless service, It is recommended to set g security
level other than no security to protect your data from vnauthorized access or damage via wireless network,

Wireless
Wireless keep 2.4G and 5G wireless network name the same

Wireless Network Setup

Band 2.4CGHz -

wireless -

Channel Auvto -

Bandwidth 20MHz -

Control Sideband -
Wireless Network Settings

wireless Network Mame Example

Max nts 32

] Hide 551D

Mullicast Fon

Max. Upstred

x. Downstream Ba

7 Note

(1} Max. Upstream Bandwidth: This field allows you fo configure the maximum bandwidth of this 551D to WAN.
[2) Max, Downstrearm Bandwidlh: This field allows you 1o configure the maximum bandwidth of WAN 1o this $3ID.
(3) If Max. Upstream/Downsiream Bandwidth is empty. the CPE sets the value automatically.

[4) Using Max. Upstream/Downstream Bandwidth will significantly decrease the wireless performance.

BSSID

{BCBAFOFD

Security Level

No Securlly More Secure
(Recommended)
-
urity Mo WFPAZ-FIK -
| Generate password automatically

Enter 8-63 ASCIl characters or 64 hexadecima its ["0-9", "A-F").
Password DoNotslealMyWirelessNehwork @
St
Encryption AES -
Timer 3600 SEC

Cancel Apply

2 Go fo the Wireless > Others screen. Set 802.11 Mode to 802.11b/g/n Mixed, and then click Apply.
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Wireless

Others

The configurations below are the advanced wireless settings.

RTS/CTS Threshold 2347

Fragmentation Threshold 2346

Output Power 100% -

Beacon Interval 100 ms

DTIM Interval 1 ms
(%‘-CZ.' 1 Mode 802.11b/g/n Mixed v )

802.11 Protection Auto -

Preamble

Err;\r:ezte Management Capable .

Apply

You can now use the WPS feature to establish a WiFi connection between your notebook and the Zyxel
Device (see Section 5.3.2 on page 78). Now use the new security settings to connect to the Internet
through the Zyxel Device using WiFi.

5.3.2 Connecting to the Zyxel Device’s WiFi Network Using WPS

This section shows you how to connect a WiFi device to the Zyxel Device's WiFi network using WPS. WPS
(Wi-Fi Protected Setup) is a security standard that allows devices to connect to a router securely without
you having fo enter a password. There are two methods:

* Push Button Configuration (PBC) — Connect to the WiFi network by pressing a button. See Section
5.3.2.1 on page 78. This is the simplest method.

¢ PIN Configuration — Connect to the WiFi network by entering a PIN (Personal Identification Number)
from a WiFi-enabled device in the Zyxel Device's Web Configurator. See Section 5.3.3 on page 82. This
is the more secure method, because one device can authenticate the other.

5.3.2.1 WPS Push Button Configuration (PBC)

This example shows how to connect to the Zyxel Device's WiFi network from a notebook computer
running Windows 10.

1 Make sure that your Zyxel Device is turned on, and your notebook is within range of the Zyxel Device's
WiFi signall.

2 Push and hold the WPS button located on the Zyxel Device until the WiFi or WPS LED starts blinking slowly.
Alternatively, log into the Zyxel Device's Web Configurator, and then go to the Network Setting >
Wireless > WPS screen. Enable WPS and Method 1 PBC, click Apply, and then click the WPS button.
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Wireless

t/More AP MAC Authentication  WikSm WMM  Others | Channel Stafus

WiFi Protected Setup (WPS) allows you to quickly set up a wireless network with strong securty, without having to cenfigure secunty setfings manually.

To set up a WPS connection between two devices, both devices must suppert WPS. It is recommended to use the Push Button Configuration (PBC)
method if your wireless client supports it.

General
WPS

Add a new device with WPS Method

L7 | Method 1PBC @ 1 CEIIII Method 2 PIN P 0@3 Method 3 P
Step1 Click WPS button 351ep1 Enter the PIN of your new wirsless Enter AP's PIN Number in wireless Client
client device and then click Register ErErETE g e

Step2.Press the WPS button on your new 1.Please release configuration if you want
wireless client device within 120 to configure the wireless setfings
seconds step2.Press the WPS button on your new

wireless client device within 120
seconds 2.Entfer currenf PIN numibzer on your wireless
client

Note

{1) If WPS is Enabled, UPRP will automatically be tumed on.

{2} The Zyxel Device applies the secunty settings of the main SSID (85ID1) profile.
{3) The WPS switch is grayed out when wireless LAN is disabled.

Cancel 2

In Windows 10, click on the Network icon in the system tray to open the list of available WiFi networks.

S @ ENG 11:07 AM E

11/24/2020

Locate the WiFi network of the Zyxel Device. The default WiFi network name is “Zyxel_XXXX" (2.4G) or
“Zyxel _XXXX_5G" (5G). Then click Connect.
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Zyxel 5791
Secured

Connect automatically

Connect

Zyxel 5791 5G

s\l:h

Zyxel 7601 _guest1

ﬁl:h

Zyxel 7601

ﬁm

Zyxel 9985

N8

Zyxel 9985 5G

_?\B

Zyxel C101

R\l:h

Network & Internet settings

Change settings, such as making a connection metered.

%} ’.'|4:
Mabile
Airplane mode hotspot

11:13 AM
~ ENG
@ 11/24/2020 E

The Zyxel Device sends the WiFi network seftings to Windows using WPS. Windows displays “Getting
settings from the router”.
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l‘-"@ Zyxel 5791
* Secured

Enter the network security key

Getting settings from the router

Next Cancel
)
| 17 Zyxel 5791.5G

7.
/ g &/ff: Zyxel 7601_guest1

e
——

o ﬂ'(,",: Zyxel_T601
&
(/7 Zyxel 9985

ﬂ/f,; Zyxel 9985 5G

Network & Internet settings

Change settings, such as making a connection metered.

V7 5 «»

Wi-Fi Airplane mode hotspot

11:18 AM
N ENG
@ 11/24/2020 E

The WiFi device is then able to connect to the WiFi network securely.

5.3.2.2 WPS PIN Configuration

The WPS PIN (Personal Identification Number) method is a more secure version of WPS, used by WiFi-
enabled devices such as printers. To use this connection method, you need to log into the Zyxel
Device's Web Configurator.

1 Enable WiFi on the device you want to connect to the WiFi network. Then, note down the WPS PIN in the
device’s WiFi settings.

2 loginto Zyxel Device's Web Configurator, and then go to the Network Setting > Wireless > WPS screen.
Enable WPS, and then click Apply.

3 Enable Method 2 PIN, and then click Apply. Enter the PIN of the WiFi device, and then click Register.
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General

@ Method1rEc (@

step1. Click WPS button

step2. Press the WPS button on your
new wirsless client device within
120 seconds

Mote

WP3 @ )

Add a new device with WPS Method

WiF Protected Setup (WPS) cllows you to quickly set up a wireless network with strong security, without having to configure security
settings manually. To set up a WPS connection between two devices, both devices must support WPS. It is recommended to use the
Push Button Configuration (PBC) method if your wireless client supports if.

l%ﬁﬂ Method 2 PIN @1 @5@ Methods @

Step1. Enter the PIN of your new Enisvhr=EBUNG i EEless

: g : Client
wireless client device and then Current sate Gogifignsd
lease release configuration if you
Receter ) ant to configure the wireless
seftings

Step2. Press the WPS bufton on your
new wirsless client device within

120 seconds 2Enter cument PIN number on your

wireless client

(1) If WPS is Enabled, UPnP will automatically be turned on.

(2) The Zyxel Device applies the security setfings of the $SID1 profile. If you want to use the WPS feature, make sure you have set the security
mode of $5ID1 fo WPA2-PSK or No Security.

(2) The WPS swifch is grayed out when wireless LAM is disabled.

Cancel ( Apply ' 2

4  Within 2 minutes, enable WPS on the WiFi device.

The Zyxel Device authenticates the WiFi device using the PIN, and then sends the WiFi network settings to
the device using WPS. This process may take up to 2 minutes. The WiFi device is then able to connect to

the WiFi network securely.

5.3.3 Setting Up a Guest Network

A company wants to create two WiFi networks for different groups of users as shown in the following
figure. Each WiFi network has its own SSID and security mode. Both networks are accessible on both 2.4G

and 5G WiFi bands.
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AN -

Employee Guest

LAN

Server PC PC

* Employees using the General WiFi network group will have access to the local network and the
Interneft.

* Visitors using the Guest WiFi network group with a different SSID and password will have access to the
Internet only.

Use the following parameters to set up the WiFi network groups.

GENERAL GUEST
2.4/5G SSID Employee Guest
Security Level More Secure More Secure
Security Mode WPA2-PSK WPA2-PSK
Pre-Shared Key ForCompanyOnly guest123

Go to the Network Setting > Wireless > General screen. Use this screen to set up the company’s general
WiFi network group. Configure the screen using the provided parameters and click Apply. Note that if
you have employees using 2.4G and 5G devices, enable Keep the same settings for 2.4G and 5G
wireless networks to use the same SSID and password. Clear it if you want to configure different SSIDs
and passwords for 2.4G and 5G bands.

AX/DX/EX/PX Series User's Guide

83



Chapter 5 Tutorials

Wireless

Generals Guest/More AP VAC Authentication WPS Wi C

Use tnis screen 1o enable the Wireless LAN, enter the S8ID gnd select the wireless security mode. We recommend that you select More Secure fo enable WPA2-FSK data encrypfion.

Wireless

=

Wireless Network Setup

Band 2.4GHE
Wireless
Chaninel Auto Current: 4 / 20 MHz
Eandwidtn 20/40MHE
Conirol Sideband Upper
Wireless Network Seffings
Wireless Metwork Name:
Max Sents 32

Nofe

(1} i yow are configuring the Zyxel Device from a computer connected by WiFi and you change the Zyxel Devica's 85I0, channel or security setfings, you will lose your WiFi connection when you
press Apply. You must change the WiF settings of your computer fo match the new settings on the Iyxel Device.

(2} f upsfream/downstream bandwidth i emipty. the Iyxel Device sefs the value automatically. S2ting @ madmum upsiream/downstream bandwidth will sigrificantly decrease wireless

performance.
B33ID 0B2&-97-D347:D1

Securty Level

o Mare Secure
Mo Security
{Recommended)

Security Mode WBAZPEE

Genenate d gutomafically

Enter 863 ASCI characters or 64 hexadecimal digits [10-5, "A-F].

FonCompany Oty @

strong

Cancel Apply

Go to the Network Setting > Wireless > Guest/More AP screen. Click the Modify icon to configure the
second WiFi network group.

b

b
m

I

Others  Channel Siatus

o]
%]
3

General  GuestiMoresAPy MAC Authentication
This screen allows you to configure a guest wireless network that allows access to the Infemet only through the Zyxel Device.

# Status SSID Security Guest WLAN Modify

1 v Guest WFPA2-Personal External Guest (%]

On the Guest/More AP screen, click the Modify icon to configure the other Guest WiFi network group.
Configure the screen using the provided parameters and click OK.
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4

More AP Edit x

Wireless security can protect the data from unauthorized access or damage via wireless network. You need a wireless network
name (also known as SSID) and security mode to set up the wireless security.

Wireless Network Setup

Wireless @

Security Level

Wireless Network Name:

[] Hide SSID
Guest WLAN

Access Scenario External Guest v

Max. Upstream
Bandwidth

Max. Downstream
Bandwidth

Note

(1) Max. Upstream Bandwidih: This field allows you fo configure the maximum banawidih of this SSID to WAN.

(2) Max. Downstream Bandwidth: This field allows you fo configure the maximum bandwidth of WAN to this SSID.

)
)
(3) If Max. Upstream/Downstream Bandwidth is empty, the CPE sefs the value automatically.

(4) Using Max. Upstream/Downstream Bandwidth will significantly decrease the wireless performance.
BSSID 00:00:00:00:00:00

SSID Subnet [ )

Security Level

More Secure

NoSeLiny (Recommended)
]
»
e R
Security Mode WPA2-PSK v
[[] Generate password automatically
Enter 8-63 ASCIl characters or 64 hexadecimal digits ("0-2", "A-F").
Password guest123 @
o
N J/

Cancel OK

Check the status of Guest in the Guest/More AP screen. A yellow bulb under Status means the SSID is
active and ready for WiFi access.
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Guest/More AP

This screen allows you to configure a guest wireless network that allows access to the Internet only through the Iyxel Device.

# Status SSID Security Guest WLAN Modify

Guest WPA2-Personal External Guest [

5.3.4 Setting Up Two Guest WiFi Networks on Different WiFi Bands

In this example, a company wants to create two Guest WiFi networks: one for the Guest group and the
other for the VIP group as shown in the following figure. Each network will have its SSID and security
mode to access the internet.

Guest VIP

lr BN
2.4GHz ) 5GHz

\'-\ i 7“

* The Guest group will use the 2.4G band.
¢ The VIP group will use the 5G band.

The Company will use the following parameters to set up the WiFi network groups.

Table 17 WiFi Settings Parameters Example

BAND 2.4G 5G
SSID Guest VIP
Security Mode WPA2-PSK WPA2-PSK
Pre-Shared Key guest123 123456789

1 Go to the Wireless > General screen and set Band to 2.4GHz to configure 2.4G Guest WiFi seftings for
Guest. Click Apply.

Note: You will not be able to configure the 2.4G and 5G Guest WiFi settings separately if Keep
the same settings for 2.4G and 5G wireless network is enabled.
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Wireless

Generaly Guest/More AP MAC Authenticatic NPS  WMM  Others - Channel Status

Use this screen to enable the Wireless LAN, enter the 351D and select the wireless security mode. We recommend that you select More

Secure fo encble WPA2-PSK data encryption.

Wireless

Wireless Keep the same s for 2.4G and 5G wireless networks

Wireless Network Setup

and 2.4CHz
r:.
Channel Auto Current: 3 / 20 MHz
Bandwidih 20/ 40MHz
Control sideband Lower
Wireless Network Seftings
Wireless Network Name Tyxel_7601
Max Clients 32
Hide S3ID i
Mulficast Forwarding
Max. Upstream Bandwidth Kbps
Max. Downstrearn Bandwidth Kbops

Go to the Wireless > Guest/More AP screen and click the Modify icon. The following screen appears.
Configure the Security Mode and Password using the provided parameters and click OK.
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< More AP Edit

Uss this screen to create Guest and additional wirsless networks with different security settings.

Wirelesz Network Setup

Wirslecs C.

Wireless Network SeHlings

Wireless Network Name

Hide S3ID

Guest WLAN

Access Scenario External Guest =
Max. Upsiream Bandwidth Kbps
Note

If upstream/downstream bandwidth is empty, the Zyxel Device setfs the value automatically. Setting a maximum
upstream/downsiream bandwidth will significantly decrease wireless peformance.

BSSID 0A:26:97-D3:47:D1
$5ID Subnet [ m)

Security Level

o More Secure
No Security

(Recommended)
-
Security Mode WPA2-PSK
Generate password automatically
Enter 8-43 ASCIl characters or 64 hexadecimal digits ['0-9", "A-F').
Password guest123 @
Strength medium
e

. J

Cancel QK

The 2.4GHz Guest WiFi network is now configuring.

Wireless

General  GuestiMoreAPN MAC Authenfication  WPS WMM  Others  Channel Status  MESH

This screen allows you to configure a guest wireless network that allows access fo the Infernet only through the Zyxel Device.

# Status ssSID Security Guest WLAN Modify
G Q Guest WPAZ-Personal External Guest )

Go to the Wireless > General screen and set Band to 5GHz to configure the 5G Guest WiFi settings for
VIP. Click OK.
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Wireless

FIMAAre AP AC Authentication =19 n here  Chonnel Stat

General: Gues ore AP MAC Authenticatio WPS W Others  C

Use this screen to enable the Wireless LAM, enter the $3ID and select the wirsless security mode. We recommend that you select More
Secure fo enable WPA2-PSK data encryplion.

Wireless

Wireless Keep the same settings for 2.4G and 5G wireless networks

Wireless Network Setup

\B: nd 5GHzZ
Wireless j
Channel Auto Current: 60 / 160 MHz
Bandwidth 20/40/80/160MHz
Control Sideband MNone

Wireless Network Settings
Wireless MNetwork Mame Tyxel 7601
Max Clients a2

Multicast Forwarding

Max. Upstream Bandwidth Kbps

Max, Downstream Bandwidth Kbps

4 Go fo the Wireless > Guest/More AP screen and click the Modify icon. The following screen appears.
Configure the Security Mode and Password using the provided parameters and click OK.
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< More AP Edit

Use this screen to create Guest and additional wireless networks with different security settings.

Wireless Network Setup

Wirsless C.

Wireless Network Seftings

Wireless Network Name .

Hide 351D

Guest WLAN

Access Scenario External Guest A

Max. Upstream Bandwidth Kbps

e
Mote

If upstream/downsiream bandwidth is empty, the Zyxel Device sets the value automatically. Setfing a maximum

upsiream/downsiream bandwidth will significantly decrease wireless performance.

E3SID 0A26:97:D3:47:D2

35D Subnet [ =)

Security Level

More Secure

No Security (Recommended)
-
Security Mode WFAZ-PSK
Generate password automatically
Enter 8-63 ASCIl characters or 64 hexadecimal digits [0-9", "A-F").
Password 123456789 @
Strength medium
S

\. J/

Cancel QK

The 5G VIP WiFi network is now configured.

Wireless

seneral  Guest/More AP AT A

This screen allows you to configure a guest wireless network that allows access fo the Infernet only through the Zyxel Device.

# Status SSID Security Guest WLAN Modify
(I Q WVIP WPA2-Personal External Guest )
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5.4 USB Applications

This section shows you how to set up a cellular backup network, access shared folders and play files
through Window Media using a USB device.

5.4.1 File Sharing

This section shows you how to create a shared folder on your Zyxel Device through a USB device and
allow others to access the shared folder with File Sharing services.

5.4.1.1 Setting up File Sharing on Your Zyxel Device

1 Before enabling file sharing in the Zyxel Device, please set up your shared folders beforehand in your USB
device.

2 Connect your USB device to the USB port of the Zyxel Device.
3 Go to the Network Setting > USB Service > File Sharing screen. Enable File Sharing Services and click

Apply to activate the file sharing function. The Zyxel Device automatically adds your USB device to the
Information table.

USB Service

FileSharing

The device can share Flles from your USB flash drive or disk when you attach It to the USB port. You may Start from deciding which folders In the
USE disks to share and which users can access the shared folders.

rrl;\l'ormailan

Volume Copacity Used Space

usbl_sdal 0 MB 0 MB

\.

Eerver Configuration J

Share Directory List

4= Add New Share

Active Status Share Name Share Path Share Description Modify

Account Management
4= Add New User
Status User Name

4 admin

Cancel Apply

4 Click Add New Share to add a new share.
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USB Service

FileSharing

The device can share Flles from your USB flash drive or disk when you attach It to the USB port. You may Start from deciding which folders In the
USE disks to share and which users can access the shared folders.

(I;I'ormaﬂon
Volume Copacity Used Space
usb1_sdal O MB 0 MBE
N
Server Configuration
Flle Sharing Services .

Share Directory List

4= Add New Share

Active Status Share Name Share Path Share Description Modify

Account Management

4= Add New User

Status User Name

4 admin

Cancel Apply

The Add New Share screen appears.
5a Select your USB device from the Volume drop-down list box.
5b Enter a Description name for the added share to identify the device.

5¢ Click Browse and the Browse Directory screen appears.

Add New Share
Volume usbl_sdal -
Share Path
Description Bob
Access Level Public v
Cancel QK

5d On the Browse Directory screen, select the folder that you want to add as a share. In this example,
select BobShare and then click OK.
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Browse Directory

Select Type Name
C = BobShare )
JoshShare

0

OK

6

5e In Access Level, select Public to let the share to be accessed by all users connected to the Zyxel
Device. Otherwise, select Security to let the share to be accessed by specific users to access only.

Click OK to save the settfings.

Add New Share

usb1_sdal
Browse

User Name

Allowed

adrnin

QK

To set Access level to Security, you need to create one or more users accounts. Under Account

Management, click Add New User to open the User Account screen.
Gccount McnqgemenD
Status User Name
b admin
Apply
7 After you create a new user account, the screen looks like the following
Account Management
4 Add MNew User
Status User Name
2 admin
Zyxel

Apply

8 File sharing is now configured. You can see the USB storage device listed in the table below.
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Share Directory List

Active Status Share Name Share Path
@ BobShare /mnt/usb1_sdal/BobShare
(%) JoshShare /mnt/usb1_sdal/JoshShare

Share Description
Bob

Josh

4 Add New Share

Modify

]

m)}

[

m)}

5.4.1.2 Accessing Your Shared Files From a Computer

You can use Windows Explorer to access the USB storage devices connected to the Zyxel Device.

Note: This example shows you how to use Microsoft Windows 10 to browse shared files in a
share called (usb1_sda)Zoeys file. Refer to your operating system’'s documentation for

how to browse your file structure.

Open Windows Explorer.

Zyxel Device (the default IP address of the Zyxel Device is 192

.168.1.1

In the Windows Explorer’s address bar, enter a double backslash “\\" followed by the IP address of the

=]
Home Share View

]

-
Clipboard

&« v O3 5 Network > 192.168.1.1

4k Downloads

[£] Documents

X lew

Delete Rename

7] Easy access =
Pin to Quick Copy Properties
access

Organize Hew Open

(usb1_sdal)Zoeys file

=] Pictures
graphics
UG
Zyxel Brand?.0_ReverbHelp2.0_2019-0
Zyxel Brand2.0.v1_2016-11-03

@ OneDrive

[ This PC
J 3D Objects

[ Desktop

[ Documents

4k Downloads

D Music

&) Pictures

& Videos

i, Local Disk (C9)

= Local Disk (D)

= Technical_Editor (\\172.21.43.130) (1)
= cso_all (W172.21.43.190) (K:)

=¥ Network

1item

HH select an

Select none
EH Invert selection
Select

~ O

Search 192.168.1.1

3

Double-click on (usbl_sda)Zoeys file, and then enter the share's username and password if prompted.

4 After you access (usbl_sda)Zoeys file through your Zyxel Device, you do not have to log in again unless

you restart your computer.
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5.4.2 Using FTP

This section shows how to use an FTP program to access files on an USB storage device connected to
the Zyxel Device.

Note: This example uses the FileZilla FTP program to browse your shared files.

1 InFileZilla, enter the IP address of the Zyxel Device (The default IP is 192.168.1.1), your account’s
Username, Password and Port number, and then click Quickconnect. A screen asking for password
authentication appears.

[ admin@192.168.1.1 - FileZilla [ = ]
File Edit View Transfer Server Bookmarks Help

[T ¢ o i L Y Y NS
IH st: 192.168.1.1 Username: admin Password: eess Port: Quickconnect | ¥ ’
Status: Connection established, waiting for welcome message... -~
Status: Insecure server, it does not support FTP over TLS.
Status: Server does not support non-ASCII characters.
Status: Connected =
Status: Retrieving directory listing...
Status: Directory listing of "/mnt" successful

Local site: [\, * | Remote site: |fmnt -

& Computer 22 Fi
F & C E L B
Bege D: -

Filename Filesize Filetype Last modified Filena.. Filesize Filetype Last mod.. Permis.. Owner...

&C Local Disk s

>D: Local Disk Empty directory listing

W E: (DVD_.. CD Drive

= F: Removab...

G Removab...

= H: Removab...

=5 Removab...

7 directories Empty directory.

Server/Local file Dire... Remote file Size Prio.. Status

Queued files | Failed transfers | Successful transfers

1N Queue: empty b |

2 Afteryou login, the mnt folder is displayed as shown.

5.5 Network Security

This section shows you how to configure a Firewall rule, Parental Control rule, and MAC Filter rule.
5.5.1 Configuring a Firewall Rule
You can enable the firewall to protect your LAN computers from malicious attacks from the Internet.

1 Go to the Security > Firewall > General screen.

2 Select IPv4 Firewall/IPv6 Firewall to enable the firewall, and then click Apply.
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4

General Profocol  Ac

The firewall blocks unautheorized access to your network. Drag and drop the indicator to set a securnity level. Also note
that a higher firewall level means more restrictions to the Internet activities you want to perform.

Pv4 Firewal :.
Pvé Firewal :.

L Mediuvm Hiah
ow
(Recommended) =
L | L
hd

LAMN to WAN

WAN fo LAN ()

Mote

(1} LAM to WAN: Allow access to allintemet services

{2) WAN to LAN: Allow access from other computers on the internet

(3} When the security level is sef to "High'", access to the following services is allowed:
Telnet,FTP,HTTP, HITPS, DS IMAP,POP3,SMTP and IPvé Ping

Cancel Apply

Open the Access Control screen, click Add New Rule to create arule.

Firewall

3
]

ral  Proiccol AeecessConiroll Dos

(
]
[e]

An Access Confrol List (ACL) rule is a manually-defined rule that can accept, reject, or drop inceming or outgoing
packets from your network based on the type of service. For example, you could block users using Instant Messaging in
your network. This screen displays a list of the configured incoming or outgeing filtering rules. Note the order in which the

rules are listed.

The ordering of your rules is very important as rules are applied in tum.

Rules Storage Space Usage 0%

(—]— Add New ACL Ru\a

# Name Src IP Dest IP Service Action Modify

Use the following fields to configure and apply a new ACL (Access Confrol List) rule.
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Filter Name

Order

Select Source IP Address
Source IP Address
Select Desfination Device
Desfination IP Address

IP Type

Protocol

Custom Source Port
Custom Destination Port
Policy

Direction

Enable Rate Limit

Scheduler Rules

Add New ACL Rule

Specific IP Address

[/prefix length]

Specific IP Address

IPv4
Specffic Service
ALL
Range =
Range -
ACCEPT
WAN to LAN
.:7.

Minute {1-512)

Cancel OK
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< Add New ACL Rule
Filter Name
Order I v
Select Source IP Address Specific IP Address v
Source IP Address [/prefix length]
Select Destination Device Specific IP Address v
Destination IP Address [/prefix length]
IP Type 1Pv4 v
Select Service Specific Service v
Protocol ALL v
Custom Source Port
Custom Destination Port
Policy CCEPT v
Direction WAN to LAN v
QK

 Filter Name: Enter a name to identify the firewall rule.

* Source IP Address: Enter the IP address of the computer that initializes traffic for the application or
service.

» Destination IP Address: Enter the IP address of the computer to which traffic for the application or
service is entering.

¢ Protocol: Select the protocol (ALL, TCP/UDP, TCP, UDP, ICMP or ICMPv6) used to transport the packets.
* Policy: Select whether to (ACCEPT, DROP, or REJECT) the packets.

» Direction: Select the direction (WAN to LAN, LAN to WAN, WAN to ROUTER, or LAN to ROUTER) of the
traffic to which this rule applies.

5 Select Enable Rate Limit fo activate the rules you created. Click OK.

5.5.2 Parental Control
This section shows you how to configure rules for accessing the Internet using parental confrol.

Note: The style and features of your parental control vary depending on the Zyxel Device you
are using.
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5.5.2.1 Configuring Parental Control Schedule and Filter

Parental Conftrol Profile (PCP) allows you to set up a rule for:

¢ Internet usage scheduling.

* Websites and URL keyword blocking.

Use this feature to:

¢ Limit the days and times a user can access the Internet.

¢ Limit the websites a user can access on the Internet.

This example shows you how to block a user from accessing the Internet during fime for studying. It also
shows you how to stop a user from accessing specific websites.

Use the parameter below to configure a schedule rule and a URL keyword blocking rule.

INTERNET ACCESS

PROFILE NAME SCHEDULE NETWORK SERVICE SITE/ URL KEYWORD
Study Day: Network Service Setting: Block or Allow the Web Site:
Monday to Friday Block Block the web URLs
Time: Service Name: Website:
8:00 to 11:00 HTTP gambling
13:00 to 17:00
Protocol:
TCP
Port:
80

Parental Control Screen

Open the Parental Control screen. Select Enable under General to enable parental control. Then click
Add New PCP to add a rule.
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Parental Control

Parental control allows you to limit the time a user can access the Internet and prevent users from viewing inappropriate
content or participating in specified online activities.

Use this screen to enable parental contfrol and view parental control rules and schedules. You can limit the fime a user can
access the Internet and prevent users from viewing inappropriate content or participating in specified online activities.
These rules are defined in o Parental Confrol Profile (PCP).

General

m
3
o]
o
]

]

=
o
9]
(]

i}

Parental Control Profile(PCP)

PCP Home Network User Internet Access Network Website
# Sstatus Name MAC Schedule Service Blocked Modify

Apply

Add New PCP Screen

Go to Parental Control > Add New PCP. Under General:
1a Select Enable to enable the rule you are configuring.
1b  Enter the Parental Control Profile Name given in the above parameter.

1c  Select an user this rule applies to in Home Network User, then click Add. You will see the MAC
address of the user you just select in Rule List.

General

Hen 116-01 |do-40-3e-40-2c-67) - Add
Rule List
User MAC Address Delete
DC-4A-3E-40-EC-47 g

Under Internet Access Schedule:

2a Click Add New Time to add a second schedule.
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2b Use the parameter give above to configure the fime settings of your schedule.

Infernet Access Schedule

Day Gon Tue Wed Thu FD Sat Sun

#= Add New Time

08:00 171:00

Under Network Service:

3a In Network Service Setting, select Block.

3b Click Add New Service, then use the parameter given above to configure settings for the Internet
service you are blocking.

Network Service

Metwork Senvice Setting Block Y>es:'ec Service|s)

# Service Name Protocol:Port Modify
1 hitp TCP:80 @ g

Under Site / URL Keyword:

4a Select Block the web URLs in Block or Allow the Web Site.

4b Click Add, then use the parameter given above to configure settings for the URL keyword you are
blocking.

4c Select Redirect blocked site to Zyxel Family Safety page to redirect the web browser to the Zyxel
Family Safety page if he or she tries to access a website with the blocked URL keyword.

Site/URL Keyword

Block or Allow the Web Site CB ock the web URLs - )
# Website Modify
1 gambling & g8
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Site/URL Keyword

Block or Allow the Web Site (Block the web URLs Ad )
# Website Modify
1 StealYourMoney @

QK

4 Add

ab

5 Click OK to save your settings.

5.5.2.2 Configuring a Parental Control Schedule

Parental Conftrol Profile allows you to set up a schedule rule for Internet usage. Use this feafure to limit
the days and times a user can access the Internet.

This example shows you how to block an user from accessing the Internet during fime for studying. Use
the parameter below to configure a schedule rule.

PROFILE NAME | START BLOCKING END BLOCKING REPEAT ON
Study 8:00 am 11:00 am from Monday to Friday
1:00 pm 5:00 pm from Monday to Friday

1 Click Add more Profile to open the Parental Control screen.

Parental Control

Scheduled Profile

©
Gdd more Proﬁle)

You can manage your family's screen fime by creating profiles,

seffing schedules, manoging devices to pause the internet for
bedtime or impeortant family moments.

2 Use this screen to add a Parental Control rule.
2a Enfer the Profile Name given in the above parameter.
2b Click on the switch to enable Profile Active.

2c Select a device, and then click Next to proceed.
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Profile Device List

TWPCNTO0313%-02

Blocking Scheduls

Profile Name Study

Select Device

Parental Control

TWFCNTO3139-02
U4 Pis21s123114
& Mac04:42:1a:d=:bé:18

Time limits

(Nexl)

Use this screen to edit the Parental Control schedule.

3a Click Add New Schedule to add a second schedule.

3b Use the parameter given above to configure the time settings of your schedules.

3c Click Save to save the seftings.

Profile Active

Profile Device List

TWPCNTO3137-02

Blocking Schedule
Mon, Tue, Wed, Thu, Fri
From 13:00 to 17:00

Mon, Tue, Wed, Thu, Fri
From 08:00 to 11:00

Profile Mame Study

@

Select Device

Parental Conirol

> 2

Time limits

SChedUIe
'f Whole EI
Start blocking End blocking Day
From | 13:00 To 17:00 {hh:rmim)
Repeat On
Mon Tue Wed Thu Fri Sat Sun
Y.
™
Whole &
start blocking End blocking Day
From | 08:00 To 11:00 (hhzrmm) Wholks
Week
Repeat On
Mon Tue Wed Thu Fri Sat Sun
J
Save
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5.5.3 Configuring a MAC Address Filter

You can use a MAC address filter to exclusively allow or permanently block someone from the WiFi
network.

This example shows that computer B is not allowed access to the WiFi network.

Figure 55 Configure a MAC Address Filter Example
A

1 Go to the Security > MAC Filter > MAC Filter screen. Under MAC Address Filter, select Enable.

MAC Filter

You can configure the 7yxel Device to permit access to clients based on their MAC addrasses in the MAC Filter screen. This
applies to wired and wireless cannections. Every Ethemet device has a unigue MAC (Media Access Control) address. The MAC
address is assigned at the factory and consists of six pairs of hexadecimal characters, for example, 00:A0:C5:00:00:02. You
need fo know the MAC addrasses of the LAN client to configure this screen.

G"‘IAC Address Filter @ Enable Disable (Settings are invalid when disobIeD
MAC Restrict Mode @® Allow Deny
4= Add New Rule
Set Active Host Name MAC Address Delete
A Note

Enable MAC Address Filter and add the host name and MAC address of a LAN client fo the table if you wish to allow or deny them
access fo your network.

Cancel Apply

2 Click Add New Rule to add a new enfry. Select Active, and then enter the Host Name and MAC Address
of computer B. Click Apply.
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MAC Address Filter @ Enable Disable (Settings are invalid when disable)
MAC Restrict Mode Allow @ Der
4+ Add Mew Rule
Set Active Host Name MAC Address Delete
1 oo - 24 - 21 - AB - 1F - 00 [n]
Apply

5.6 Internet Calls

This section shows you how to make Internet calls.

5.6.1 Configuring VolP

To make voice calls over the Internet, you must set up a Session Initiation Protocol (SIP) provider and SIP
account on the Zyxel Device. You should have an account with a SIP service provider already set up.

5.6.2 Adding a SIP Service Provider

Follow the steps below to add a SIP service provider.

1 Make sure your Zyxel Device is connected to the Internet.
2 Open the Web Configurator.

3 Go to the VolP > SIP > SIP Service Provider screen. Click the Add New Provider button to add the SIP
Service Provider.

SIP Service Provider

Use this screen to view the SIF service provider information on the Zyxel Device. A SIP provider offers Internet call
services using VolP technology. You may need to consult yvour SIF service provider for the following settings.

<+ Add New Provider

#  SIP Service Provider Name  SIP Proxy Server Address  REGISTER Server Address  SIP Service Domain  Modify

1 Verizon sip.infostrada.it sip.infostrada.it sip.infostrada.it “ g

4 On the Add New Provider screen, select Enable SIP Service Provider.

5 Enter SIP Service Provider Name of up to 64 ASCII printable characters.

AX/DX/EX/PX Series User's Guide

105



Chapter 5 Tutorials

6 Enfer SIP Proxy Server Address, SIP REGISTRAR Server Address, and SIP Service Domain provided by your
SIP service provider. Click OK fo save your settings.

Add New Provider

SIP Service Provider Selection

Service Provider Selection ADD_NEW
General
SIP Service Provider Enable SIP Service Provider
SIP Service Provider Name Verizon
SIP Local Port (1025-65535
SIP Proxy Server Address sip.infostrada.it

sip.infostrada.it

sip.infostrada.it

5.6.3 Adding a SIP Account

The SIP account must be associated with the SIP service provider configured above. You may configure
several SIP accounts for the same service provider. Follow the steps below to set up your SIP account:

1  Make sure your Zyxel Device is connected to the Internet.
2 Open the Web Configurator.
3 Go fo the VolP > SIP > SIP Account screen.

4 Click the Add New Account button on the SIP Account screen to add a SIP account and map it to a
phone port.
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SIP Account

You can make calls over the Intemet using VolP technology. For this, you first need to set up a SIP account with a
SIP service provider.

The Zyxel Device uses a SIP account to make outgoing VolP calls and check if an incoming call’s destination
number matches your SIP account’s VolP number. In order to make or receive a VolP call, you need to enable and

configure a SIP account and map it to a phone port. The SIP account contains information that allows your Zyxel
Device to connect to your VolP service provider.

4+ Add New Account

# Enable SIP Account Service Provider Account Number Modify
1 Enabled SIP1 Verizon Accountl & O
Enabled SIP2 Verizon Account2 “ o
Disabled SIP3 Verizon Account3 & O

5 Under General, select Enable SIP Account, and then enter the SIP Account Number.

6 Under Authentication, enter Username and Password. Leave the other settings as default. Click OK o
save your seftings.

< SIP Account Entry Edit

SIP Account Selection

SIP Account Selection SIP1
SIP Service Provider Association

SIP Account Associated with Verizon
General

Enable SIP Account

SIP Account Number Accountl

Avuthentication

Username Userl
Password FHEREERE
URL Type
URL Type SIP -

5.6.4 Configuring a Phone
You must now configure the phone port to use the SIP account you just configured.

1 Go to the VolP > Phone > Phone Device screen.
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2 Click the Modify icon of PHONEL to configure PHONE1 on your Zyxel Device. The following screen
appears.

Phone Device

Use this screen o view detailed information on phones used for Internet phone calls (SIP). You can define which phone(s)
will ing when a specific SIP address receives an incoming call, and which SIP address will be used when an outgoing call

is made with a specific phone.

# Phone ID Internal Number Incoming SIP Number Qutgoing SIP Number Modify
1 PHONEI 11 Accountl Account] A
2 PHONE2 b 17 Account2 Account2 A

3 Under SIP1 SIP Account to Make Outgoing Call, select SIP1 to have the phone connected to the first
phone port use the registered SIP1 account to make outgoing calls.

4 Under SIP Account(s) to Receive Incoming Call, select SIP1 to have the phone connected to the first
phone port receive phone calls for the SIP1 account. Click OK to save your changes.

Phone Device Edit

SIP Account fo Make Outgoing Call
SIP Account @ SIP1 SIP2

SIP Number ChangeMe ChangeMe

SIP Account(s) to Receive Incomming Call

]
b

P 5

SIP Account

(%)

directoryNumber ChangeMe ChangeMe

Immediate Dial Enable

mmedia

ial Enable

QK

5.6.5 Making a VolIP Call

Follow these steps to make a phone calling using Voice over IP (VolP).

1 Make sure you connect a telephone to phone port 1 on the Zyxel Device.

2 Make sure the Zyxel Device is furned on and connected to the Internet.
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3 Pick up the phone receiver.

4 Dial the VolP phone number you want to call.

5.7 Device Maintenance

This section shows you how to upgrade device firmware, back up the device configuration and restore
the device to its previous or default seftings.

5.7.1 Upgrading the Firmware

Upload the router firmware to the Zyxel Device for feature enhancements.

1 Download the correct firmware file from the download library at the Zyxel welbsite. The model code for
the Zyxel Device in this example is v5.13(ABLZ.1) Note the model code for your device. Unzip the file.

2 Go fo the Maintenance > Firmware Upgrade screen.

3 Click Browse/Choose File and select the file with a ".bin" extension to upload. Click Upload.

Firmware Upgrade is where you can update the device with newly released features by upgrading the latest firmware. You can
download the latest firmware file from the manufacturer website of this device.

Upgrade Firmware

Restore Default Settings After Firmware Upgrade

Current Firmware Version: V5.13(ABLZ.1)b4

File Path Choose File |No file chosen Upload

Upgrade WWAN Package

Current WWAN Package Version: 1.16

File Path Choose File |No file chosen Upload

4 This process may take up to 2 minutes to finish. After 2 minutes, log in again and check your new
firmware version in the Connection Status screen.

5.7.2 Backing up the Device Configuration
Back up a configuration file allows you to return to your previous settings.

1 Go to the Maintenance > Backup/Restore screen.

2 Under Backup Configuration, click Backup. A configuration file is saved to your computer. In this case,
the Backup/Restore file is saved.
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Backup/Restore

Information related fo factory default settings and backup configuration are shown in this screen. You can also use this
to restore previous device configurations.

Backup Configuration allows you to back up (save) the Zyxel Device's current configuration to a file on your computer.
Once your Iyxel Device is configured and functioning properly. it is highly recommended that you back up your
configuration file before making configuration changes.

Restore Configuration allows you to upload a new or previously saved configuration file from your computer to your
Zyxel Device.

Backup Configuration

Click Backup fo save the cument configuration of your system fo your computer.

Restore Configuration

To restore a previously saved configuration file fo your system, browse fo the location of the configuration file and click
Upload.

File Path Browse... || Upload

Back to Factory Default Settings
Click Reset to clear all user-enfered configuration information and return to factory defaulf settings. After resefting, the
- Password is printed on a label on the bottom of the device, written after the text "Password”.

-LAN IP address will be 192.168.1.1

Do you want to save Backup_Restore (125 KB) from 192.168.1.17 Save v Cancel

5.7.3 Restoring the Device Configuration

This section shows you how to restore a previously-saved configuration file from your computer to your
Zyxel Device.

1 Go to the Maintenance > Backup/Restore screen.

2 Under Restore Configuration, click Browse/Choose File, and then select the configuration file that you
want to upload. Click Upload.
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Backup/Restore

Information related to factory default settings and backup configuration are shown in this screen. You can also use this to restore

previous device configurations.
Backup Configuration allows you to back up (save) the Zyxel Device's current configuration to a file on your computer. Once
your Zyxel Device is configured and functioning properly, it is highly recommended that you back up your configuration file

before making configuration changes.

Restore Configuration allows you to upload a new or previously saved configuration file from your computer to your Zyxel Device.

Backup Configuration

Click Backup to save the current configuration of your system to your computer.

Backup

Restore Configuration

To restore a previously saved configuration file to your system, browse to the location of the configuration file and click Upload.

File Path C:\Users\NT03139\Dof Browse Upload

Back to Factory Default Seftings

Click Reset to clear all user-entered configuration information and return to factory default settings. After resetfing. the
- Password is printed on a label on the bottom of the device, written after the text "Password".
- LAN IP address will be 192.148.1.1

- DHCP will be reset to default setting

Reset

3 The Zyxel Device automatically restarts after the configuration file is successfully uploaded. Wait for one
minute before logging into the Zyxel Device again. Go to the Connection Status page to check the
firmware version after the reboot.
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CHAPTER 6
App Tutorials

6.1 Overview

This shows you how to use the MPro Mesh app to manage the Zyxel Device and the MPro Mesh network.

The table below explains the terms used in this chapter:

Table 18 Tutorial Terms Definition
TERM DEFINITION

MPro Mesh Router Zyxel routers that support MPro Mesh

Non-MPro Mesh Router Zyxel routers that don't support MPro Mesh

MPro Mesh Extender Zyxel extenders that support MPro Mesh

Figure 56 MPro Mesh Network Topology

MPro Mesh
Extender
MPro Mesh
Extender

See Section 1.1 on page 19 fo see which Zyxel routers have MPro Mesh support.

6.2 What You Can Do

» Set up your Zyxel Device with a Zyxel MPro Mesh extender using a WiFi connection; see Section 6.6 on
page 118.

e Set u